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➡ Prove the presence of bugs 
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[p] C [𝜀: q] iff post(C, 𝜀)p ⊇ q

[p] C [𝜀: q] iff ∀ s ∈ q. ∃ s’ ∈ p. (s’,s) ∈ [C]𝜀  
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Incorrectness Logic (IL)
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Incorrectness Logic: Summary

+ Formal foundation for bug catching

— Global reasoning: non-compositional (as in original Hoare Logic)

— Cannot target memory safety bugs (e.g. use-after-free)

Our Solution 
Incorrectness Separation Logic
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Solution: Track Deallocated Locations!

[x ↦ v] free(x) [ok: x     ]↦

[false] free(x) [ok: false]
[x ↦ v✽x ↦ v] free(x) [ok: x    ✽x ↦ v]↦

[p] C [𝜀: false]✔ (vacuous)

✔

[p] C [𝜀: q] iff ∀ s ∈ q. ∃ s’ ∈ p. (s’,s) ∈ [C]𝜀
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[emp] x:= alloc() [ok:∃l. l ↦ v ∧ x=l ]
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ISL: Local Axioms

[x ↦ v] free(x) [ok: x    ] [x=null] free(x) [er: x=null]↦
FREE

use-after-free error

[x    ] free(x) [er: x    ]↦ ↦

[x ↦ v’] [x]:= v [ok: x ↦ v] [x=null] [x]:= v [er: x=null]
[x    ] [x]:= v [er: x    ]↦ ↦WRITE

[x ↦ v] y:= [x] [ok: x ↦ v∧y=v] [x=null] y:= [x] [er: x=null]
[x    ] y:= [x] [er: x    ]↦ ↦READ

[emp] x:= alloc() [ok:∃l. l ↦ v ∧ x=l ]
ALLOC [y    ] x:= alloc() [ok: y ↦ v ∧ x=y ]↦
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