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Graph Algorithms

Veritying graph algorithms is ditticult...

* Subtle correctness argument

e Overlapping structure (unspecified sharing via pointer aliasing)
» Non-compositional reasoning (preventing the use of the frame rule)
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Copying Binary DAGs

struct node {struct node *c, *1, *r}
copy dag(struct node *x) {
struct node *1, *r, *11, *rr, *x'; bool b;
if (!x) {return 0;}
X' = malloc(51zeof(struct node) ) ;
/Ib = <CAS(x->c, 0, x')>;

(b) {
atomic blocks 1 = x=>1; r = x->r;
"\\‘ 11 = copy dag(l) || =rr = copy dag(r)
| <x'->1 = 11>; <x'->r = rr>;
return x'’;
} else {
free(x’, sizeof(struct node)); return x->c;
}
}



copy dag(x) Specification

struct node {struct node *c, *1, *r}
copy dag(struct node *x) { @
struct node *1, *r, *11, *rr, *x'; bool b;
if (!x) {return 0;}

x’ = malloc(sizeof(struct node));
b = <CAS(x->c, 0, x'")>; @ @
if (b) {
l = x->1; r = X=->r;
11 = copy dag(l) || =rr = copy dag(r) @
<x'=>1 = 11>; <x'=->r = rr>;
return x'’;
} else { @
free(x’, sizeof(struct node)); return x->c;
}

* Specification challenges

» When copy dag(x) returns, x is copied but its children may not be
» If x is already copied, copy dag(x) simply returns:

the thread that copied x has made a promise to visit x’s children

and ensure they are copied
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» each dag is a triple: |
/ Vertices

V=Az, [, 7, y, 2
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2. Mathematical Objects

* An abstract representation of the underlying data structure
» €e.9g. a pair of mathematical dags (0, &¢)

» each dag is a triple:
//// Edges

L d ~

S=(V,E;L)
E(x)=1, r
E()=0,y
E(r)=1y, 0
E(y) ==z 0
E(2)=0, 0
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2. Mathematical Objects

* An abstract representation of the underlying data structure
» €e.9g. a pair of mathematical dags (0, &¢)

» each dag is a triple:
//// Labels
5= (V, E;L)

copy(x) thread(x) promise(x)

11



3. Mathematical Actions

* An abstraction of thread actions (on mathematical objects)
» atomic blocks as well as ghost actions
»  A’" denotes the actions of thread n
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* An abstraction of thread actions (on mathematical objects)
» atomic blocks as well as ghost actions
»  A’" denotes the actions of thread n

struct node {struct node *c, *1, *r}

copy dag(struct node *x) {
struct node *1, *r, *11, *rr, *x'; bool b;
if (!x) {return 0;}

X’ = malloc(sizeof(struct node));
b = <CAS(x->c, 0, x'")>;
if (b) {
l = x->1; r = xX=->r;
11 = copy dag(l) || =rr = copy dag(r)

<x'=>1 = 11>; <X'=->r = rr>;
return x';
} else {
free(x’', sizeof(struct node)); return x->c;
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3. Mathematical Actions

* An abstraction of thread actions (on mathematical objects)
» atomic blocks as well as ghost actions
» A’ denotes the actions of thread =

b =:<CAS(x->c, 0, x')>;

Ay (6.8 =((V,E L) (Ve Ex 1Y)

L'=Lzw 2, z {H[~ 0,0{x}][r 0,0{mr}]
Ve=Ve W{z’} Ec=E W[z’ ] Lo=leW [z -]
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4. Mathematical Specification

Inv(6, &c) £ & and &¢ are both acyclic;
every node z’in the copy &¢ corresponds to a unique node z in the source 6;
every node z in the source 6 has some copy value z’
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INv(0, &c) £ acyc(d) A acyc(dc) A Vx’ € &¢c. Az € 6. copy(x)= z’
A Ve d. dx’. copy(x)=2" Aic(z, z’, O, Oc)

ic(z, 2’, 0, &c) £ if 27 is O (x is not copied yet), then z will eventually be copied:

there exists some y in 6 S.t.
1) the promise set of y is non-empty; 2) y can reach z along a path p;

and 3) every node along the path p is not copied
= when y Is eventually copied, it'll visit  along p and copy it too
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4. Mathematical Specification

INv(0, &c) £ acyc(d) A acyc(dc) A Vx’ € &¢c. Az € 6. copy(x)= z’
A Ve d. dx’. copy(x)=2" Aic(z, z’, O, Oc)

ic(z, 2’, 0, &c) £ if 27 is O (x is not copied yet), then z will eventually be copied:

there exists some y in 6 S.t.
1) the promise set of y is non-empty; 2) y can reach z along a path p;
and 3) every node along the path p is not copied

otherwise, z’is a node in &c and

the children of z, (I,r), are also copied to some (I’,7’):
ic(l, I’, 6, 6c) and ic(r, r’, O, &¢)
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(:I:?EO/\ [(@'=0A 6°(z)=2"A Jy.0°(¥) T A ¥ 5 )
v (m'=i=0 rx' € Adm, U 8(2)=((z',m,=),l,r) A (2)=(—=,U,r")
A(U'#0 = ic(l,1',8,8") A (r'#0 = ic(r,7',4,08")))
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INv(0, &c) £ acyc(d) A acyc(dc) A Vx’ € &¢c. Az € 6. copy(x)= z’
A Vxe d. dx’. copy(z)=2" Aic(z, z’, O, Oc)

Q®(x, 27, 6, &c) 2 copy(z) = 2" A2’ €bc A
V2ed.V r. n’ ¢ promise(z) A n’ # thread(z)

ic(z, 2, 6, 6¢) £ z’is anode in 6c and the children of z are also copied

Q®(z, 27, 85, &) A Inv(8, &) = all nodes in & are copied to nodes in &c
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* A concrete implementation of the data structures in the heap

15



5. Spatial Objects

* A concrete implementation of the data structures in the heap

» e.g. a pair of heap-represented dags:

icdag(d, 6c) 2 d =06,6c % dag(d) sk dag(dc)

15



5. Spatial Objects

* A concrete implementation of the data structures in the heap

» e.Qg. a pair of heap-represented dags:

-----
44444

-
~
'''''''

Tracking the abstract state of the dags:
recorded in the ghost heap; not “baked in” to model

15



5. Spatial Objects

* A concrete implementation of the data structures in the heap

» e.Qg. a pair of heap-represented dags:

-----
44444

-
~
'''''''

Tracking the abstract state of the dags:
recorded in the ghost heap; not “baked in” to model

» each dag(é) implemented as a collection of nodes:

dag(d) & *k node(z, O)

r€ O

15



5. Spatial Objects

* A concrete implementation of the data structures in the heap

» e.Qg. a pair of heap-represented dags:
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Tracking the abstract state of the dags:
recorded in the ghost heap; not “baked in” to model

» each dag(é) implemented as a collection of nodes:

dag(d) & *k node(z, O)

r€ O

node(z, (V,E, L)) 3l r 2z’ P n. Elx)=0r A Llx)=2", 1, P A

x>l r « x=m P
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* An implementation of thread actions (on spatial objects)

» atomic blocks as well as ghost actions
> Lifting of mathematical actions A” to spatial ones [A”]

(z,0){)

| b =:<CAS(x->c, 0, x')>;

(8, 6¢) W) (&, &%)

icdag(s, &) N> icdag(d’, &'c)
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* The spatial precondition is

~
.....

Pre(z, 7, &0) & 7 * ( 36‘53.:‘::60. icdag(d, 6¢) A (60_6 A INV(6, 6¢c) A P™(z, 6) ) ) I

the current source dag evolved from the original dag:
same vertices and edges
the labels may have changed
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-
-
-
-
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* The spatial precondition is

Pre(z, m, &o) £ & * ( 38, Sc. icdag(d, 8c) A (60 = & A Inv(E, &¢) A Pz, 6) ) )]‘

the spatial actions allowed on olags1

I 2 { 7 :icdag(d, &¢) «» icdag(d’, b'c)
where icdag(o, 6¢c) [AT] icdag(d’, &'c)
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Pre(x, , &) éf_t\* ( 36, &c. icdag(s, 6c) A (8o = & A Inv(8, &c) A Pz, 6)) ) I

the local permissions for thread # and all its descendants

A K ’ I 2 {n‘ icdag(s, &¢) w icdag(s’, &'c)
‘ where icdag(o, &) [A”] icdag(d’, &)

required local permission
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* The spatial precondition is

Pre(z, m, 60) £ & * ( 36, &¢. icdag(s, &¢) A (8o = 6 A Inv(6, &) A P™(z, §) ) ) i

g ¥ Y [ & { 7:icdag(s, &c) + icdag(é’, &'c)
B where icdag(d, &c) [A7] icdag(d’, &%)

* The spatial postcondition is

Post(z, z’, m, &0) & = *C 36, 8c. icdag(s, &c) A (6o = & A INV(6, &c) A Q™(z, 27, 6, &¢) ) )

Il
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Verifying copy dag(x

struct node {struct node =c, *1, =r};
{Pre(x,,8)}
copy.fdag(struct node =x) {struct node =1, *r, *11, «rr, =y; bool b;
{7+ 361, 62.icdag (61, 62) » (6561 A Inv(61,82) A P™(2,61))), }
if(1x){ return 0; }
7 « reti0e ( 36,, 5, icdag(6;, 52) (636, Alnv(d), 5:) A Q (2 ret, 51,82)) ), }
y = malloc(sizeof(struct node));
{* «[ 36),62.icdag(81,62) » (656, A Inv(dy,83) A P™(2,6,))) » ¥+ 0,0,0sy =2 }

<i€(x->c){ b= false;. / /Perform the acti’on A . Chan geS refleCted I n the
{r. +(36,82. icdag(81.,82) » (536 A Inv(8,82) A QF(, 55(x), 61, 52) A 5(x) 4.0)), } pu e (mathematlcal) par’[

sy 0, — —sy=x e b=0
s SR A s A s sy ) as highlighted

)else( x->C = y; b= true; //Perform the action AL
1f(b){ 1l =x->1; r= x->r;

(36,,82.icdag(by, 52) o (656, A Inv(By,82) A Yyedy. 7¢6° (y) A B
k(x#y = w48 (y)) A &(x)=(y,m, =, ) A yéda A P*I(1,8,) A P"‘"(r.él))Jl

l (38, Ba.icdag(8y 52) » (836, A lnw(dy, 82) A Yyedy. ﬂd"(y)j

xdy = w481 (y)) A &y (x)=(y,~m,1,r) A yéds)
o ml -[35.,62 icdag(8y, 82) » (836; A Inv(dy,8:) A P™I(1, 6,))7
o KX+ [ 35,,61.icdag(b1,2) = (636, A Inv(d, &) A P™"(r,81))]
. 361.62.ncdag(6.,62)o(6_6, NPT SPRTTpry e, R }
A (xdy = 748} (y)) A 8i(x)=(y,~m,1,r) A yés;) J
{Pre(1,n.1,6)}

: *Pre(r,x.r,4)

{Pre(r, %.r,8))
11 = copy.dag(l) rr = copy.dag(r)
{Post(1,11,x.1,4)} {Post(r,rr,m.r,8)}
_ [36, Bu.icdag(61,82)» (556, A Inv(5),8,) A Vyedy. x¢83(y)| *Post(L,11,7.1,6)
A (xdy = w483 (y) A 51 (x)=(y,—,x,1,r) A yE&;) J, « Post(r, rr,x.1,4)

. 38, 52.icdag (81, 62) » (656, A lnw(61,82) A Vyedrmgd® (y) A h
(xFy=> w481 (y)) Adi(x)=(y,~ 7,1, f)Av€6zA L W06,8) AQ(r, rrdib2)) ),

<y- ->1 = W>; <y->r = rr>; //Perform A2, A3 and A? in order.
{1« (30usn iodog(Orr o) = (656  Iov(h,52) » QEGERB))
return y; {7 +( 34,,5,.icdag (61, ) » (636, A Inv(61,62) A Q(x, ret,b1,82)) |
}else{
‘4 . - . 0,— —
{7 o (361 2. icdag(6,.82) (6361 Alv(61 52) A QF (x, 5 (x)1.82) A5 (x)80)) + 0 20 0 0
free(y, sizeof(struct node)) ; return x->C;
{7 o (36, 6. icdag(61, 52) » (636, A Inv(dy,5:) A Q"(x,ret,b1,82))) , |
} } {Post(x, ret,,4d)}
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Verifying copy dag(x

struct node {struct node =c, *1, =r};
{Pre(x,,5)}
copy-dag(struct node =x) {struct node =1, tr, =11, «rr, =y; bool b;
{7+ 361, 62.icdag(by, 62) = (636 A Inv(8y,82) A P™(z, fsl)Ul }
1f(!x){ return 0; }
7 o ret0e ((36,, 5, icdag(dy, b2) o (636, AInv(3, 62) A Q¥(x,ret, 61,82)) ), }
y = malloc(sizeof(struct node));
{7 o[ 38,,82.icdag(8, 62) » (656, A Inv(d1,8) A P7(2,8,)))  + Y=+ 0,0,0sy =m, 2 }
<if(x->c){ b = false; / /Perform the action A2
{z' (361, 82. icdag (61, 82) « (638, A Inwi8,,82) A Q( 85(x),81,82) A B5(x) $0)), }
sy 0, — —sy=1x s b=0
}else{ Xx->C = y; b= true; / /Perform the action AL

{,, (36, - 10008 812 2) = (3381  le(6: 52V AVEB B A ‘,b__,,}
\(x#y = z+0}(y)) A 3,781 (x)=(y, %, —, L,r) A yeda A P*I(1,81) A P™*(r, 8;) ),

1f(b){ 1l =x->1; r= x->r;

(38,,82.icdag (b, 2) » (636, A Inv(dy,82) A Yyedy. 7¢6% (y) A R
(x+y = w48 (y)) A §(x)=(y,m, —, L) A yéda A P*'(1,8,) A P"'(r, 51)))

[ =<s, Baicdag(8y82) o (56, A Inv(dy, 62) A Ve, rf&"(y)w

X*y w> 48} (y)) A &1 (x)=(y,~,x,1,r) A yéd:)
[ (361,62 icdag(61,82) » (661  v(dr,82) n P™'(1, 6, ))
L ol 36| bq.icdag(d;, 8y) = (638, A Inv(8y,8;) A P (r, 5, ))
(361 82.icdag(dy,B2) s (656, A Inv(8y,82) A Yyeby. 7¢d®(y)) .p,dl x.1.5) }
A (xby = 7281 1) A Bi(x)=(y,~m L) A yidy) ) *Pre(rmnd)

{Pre(1,n.1,6)} ' {Pre(r, =.r,8)}
Ll = copy.dag(l) | rr = copy.dag(r)
{Post(1,11,x.1,4)} {Post(r,rr,x.r,8)}

{z _Ea, Baicdag(by,62)s (556, A Inv(,,8;) A Vyed,. x¢d2(y)) *Post(L,11,.1,8) }

.

A (xdy = 7481 (y)) A &i(x)=(y,— 7 \,r) AyES) | «Post(r,rr,7.r,4)
. 36, 82.icdag (y, 62) » (656, A Inv(61,82) A VyebLxdd® (y) A h }
(x#y:n#é’(y))z\m(x) (y,=®,1,r) Ayédan QUYL 10,6,,62) AQ " (r, rr61,6)))
<y->1 = 11>; <y->r = rr>; //Perform A%, A2 and A? in order.
{7 o (36, b1.icdag61.52) « (536, A Inv(61,52) » Q= (xoys01,82))) , }
return y; {7 «(36,61.icdag(61, &2) (656, A I (51, 52) A Q"(x,nt.&l.&z)):,}
}else{
{n * |36, ,8y.icdag 8y 82) ¢ (538, A Inv(81 82) A QF (x, 85 (x),81,52) A5 (x)4 o)ﬂ:::g‘_g"}
free(y. sizeof(struct node)) ; return x->C;
{n «( 36,,6,.icdag(8y, 82) » (338, A law(d), 52) A QF(x, ret, 6..6,)) }
} ) {Post(x ret,m,d)}

18
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Verifying

icdag(61, 62)

copy dag(x)
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The spatial part appears
unchanged as highlightea

18



Conclusions

A4 Verified 4 concurrent fine-grained graph algorithms

M Copying dags (directed acyclic graphs)

[ Speculative variant of Dijkstra’s shortest path
M Computing the spanning tree of a graph

M Marking a graph

[ Presented a common proof pattern for graph algorithms

M Abstract mathematical graphs for Functional correctness

M Concrete Spatial (heap-represented) graphs for memory safety

M Combined reasoning for full proof

M Inspired by existing logics where this pattern is “baked-in” to the model
M “Baking-in” is unnecessary; demonstrated by ColLoSL reasoning
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M Computing the spanning tree of a graph

M Marking a graph

[ Presented a common proof pattern for graph algorithms

M Abstract mathematical graphs for Functional correctness

M Concrete Spatial (heap-represented) graphs for memory safety

M Combined reasoning for full proof

M Inspired by existing logics where this pattern is “baked-in” to the model
M “Baking-in” is unnecessary; demonstrated by ColLoSL reasoning

Thank you for listening!
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Speculative Concurrent Shortest Path

parallel dijkstra((int[][] a, int[] ¢, int size, src) {
bitarray work[size], done[size];
for (1=0; i<size; i++)({

c[i] = a[src][i]; work[i] = 1; done[i] = 0; //initialisation
}i c[src] = 0;
dijkstra(a,c,size,work,done) || || dijkstra(a,c,size,work,done)
}
dijkstra(int[][] a, int[] ¢, int size, bitarray work, done)/{
i = 0;
while(done != 2%size-1){

b = <CAS(work[i], 1, 0)>;
if(b){ cost = c[1];
for(j=0; j<size; j++){ newcost
do{ oldcost = c[]];
if (newcost < oldcost){
b = <CAS(work[]], 1, 0)>;
if(b){ b = <CAS(c[]J], oldcost, newcost)>; <work[]] = 1>; }
else { b = <CAS(done[]j], 1, 0)>;
if(b){ b = <CAS(c[]J], oldcost, newcost)>;
if(b){ < work[]J] =1 > } else { < done[]] =1 > }
} 1o}

} while(!b)
} < done[i] =1 >;
1 = (1+1l) mod size;

cost + a[i][]J]; b = true;

}
b}
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