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Infer.Pulse

Analyzer for C++ lifetimes,
numbers on 100s kLOC codebase

20 disjunct limit versus 50 disjuncts
(5 unrollings each)

20 is 2.75x wall clock faster than 50
3.1x user time faster

20 find 97% of issues of 50

(Slide courtesy of Peter O’Hearn)
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( p]Cle:q]l iff Vseqg.ds ep.(s,s)e[Cle
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—Xcerpt)

( D] Cle:q] iff Vseqg.3s ep.(s',9)e [C]ex

[p] C* [ok: p]

[p] C*; C [ok: q]

[p] C* [ok: q]

Vn e N. [p(r

)] C [OK: p(n+1)]

PO)] C* [

ok: dn. p(n)]

(Iterate — Zero)

(Iterate — Non-zero)

(Iterate — Variant)
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x1]:= 17 n/2
Xo | 1= 2;
[Xn] := 1n;
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SL : Local & compositional reasoning via ownership & separation

¥ deal for heap-manipulating programs with aliasing

~

. e — 1.
ownership X : | |
ofheapcellatx [y]:= 2; and separately
(2] o= 3¢
post: {X» 1 xy2 %z 3}
- J

pre: x> Jk y = - (¥]Z > -]

{‘v’x,v,v’. X~V sk XV = fa\se}
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Frame Rule

[x»v*x»v’ﬁfalse x»v*emp@vaj

Local Axioms {x~ -} [X]:=V {X~ V}

X~ viyi=[X] (X~ VA Y=V
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{
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C
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(X -} [X:= Vv {X - V}

l X -%xYb-%xZo -} \
g sl{xm -]
2 5|, xlem
gl sl{x~ 1}
{X|—>1>I<y|—>—>I<Z|—>—}
y]l:i= 23
[z 3= 35
{X|—>1*y|—>2*Z|—>3}
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SL: Soundness & Completeness

(Theorem. SL is sound:
{p} C {g} is provable = {p} C {qg} is true

(S Completeness: o

(o} C {g} istrue = {p} C {q} is provable

SL does not satisfy footprint property

X
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null-pointer dereference error

[[x — V] y:= [X] [Ook: X = vay=Vv]  [x=null] y:= [X] |er: x:null]]

[ lemp] x:= alloc() [ok:dl. [ » v A X=] j
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p] C
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£ Q*T]

X~V X X—V & false
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~
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(X — V| free(x)

Ok: emp) (Frame)

(X > V(X V] free(x)

OK: emp kX - V]

[false] free(x)
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ok: X » V]
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g : : R
ISL [p_ C E. Q] XV 3k XV < false

' [z XV X emp & Xe»V
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J

(X — V] free(x) [ok: emp]
(Frame)

X > Vv¥X Vv ]free(x) [Ok: emp kX -V
_ _ oo\ (Cons)
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4 )

0] C [e: g]
k[p*r: C |e: g*¥]

@O] Cle:ql iff Vseqg. 38 €p. (s,S) e [C]e}

Frame preservations:
All r %k -compatible with g must be * -compatible with p

4 )
(X = V'] [X]:= v [ok: X = V] * -comp(q) = * -comp(p)




S

. Local Axioms (First Attempit)

4 )

@O] C le: q] iff

o] C [e: q]

Vseq.ds €p. (s,s) e [C]e}

K[|o>l<r: C |e: g*¥]

Frame preservations:
All r %k -compatible with g must be * -compatible with p

X V'] [X]:= v [ok: X = V] * -comp(q) = * -comp(p)
X V] yi= [X] [ok: X = VAY=V] * -comp(q) = *-comp(p)
[emp] x:= alloc() [ok:3l. | »v A x=l] * -comp(q) C *-comp(p)
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4 )

0] C [e: g]
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@O] Cle:ql iff Vseqg. 38 €p. (s,S) e [C]e}
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ISL: Local Axioms (First Attempt)

@O] Cle:ql iff Vseqg. 38 €p. (s,S) e [C]e}

Frame preservations:
All r %k -compatible with g must be * -compatible with p

-~

o

| C le:

Uskals

C |e:

X V'] [X]:= v [ok: X = V] * -comp(q) = * -comp(p)
X = V] yi= [X] [ok: X = VAY=V] * -comp(q) = * -comp(p)
emp] x:= alloc() [ok:dl. | »v A X=l] * -comp(q) C * -comp(p)
X ~ V] free(x) [ok: emp] *—oourr)w 0(q) O *-COHFT;O( )
. XV XV

X V| free(x) [ok: em

[[falsef freegx; < X Hp\]/] Frame
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ISL: Local Axioms (First Attempt)

4 )

0] C [e: g]
k[|o>l<r: C |e: g*¥]

@O] Cle:ql iff Vseqg. 38 €p. (s,S) e [C]e}

Frame preservations:
All r %k -compatible with g must be * -compatible with p

K:x — V'] [X]:= Vv [ok: X » V] * -comp(q) = * -comp(p) \
X — V| y:= [X] [Ok: X = VAY=V] % -comp(q) = * -comp(p)
emp] x:= alloc() [ok:3l. | »- Ax=l] * -comp(q) C * -comp(p)

Cx — V] free(x) [ok: emp] * -comp(q) D *-com o(o))

N y

forgetting (shrinking) resource



ISL: Local Axioms (First Attempt)

Solution:
Track Deallocated
| ocations!
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Solution: Track Deallocated Locations!

X — V| free(x) [ok: emp]
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Solution: Track Deallocated Locations!

X = V] free(x) [ok:(x w»)]
\ X IS deallocated
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Solution: Track Deallocated Locations!

X = V] free(x) [ok:(x w»)]
\ X IS deallocated

4 y )
X~V X X~V & false
XV X empeXe»V
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Solution: Track Deallocated Locations!

X = V] free(x) [ok:(x w»)]
\ X IS deallocated

XV ok XV o false
XV X empeXe»V
X~V %k X & false
X %k Xv» < Talse
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Solution: Track Deallocated Locations!

(X = V] free(x) [ok: x » ]
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Solution: Track Deallocated Locations!

(X = V] free(x) [ok: x » ]

X~ VvkX V] free(X) [OK: X kX - V]
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Solution: Track Deallocated Locations!

(X = V] free(x) [ok: x » ]
X~ VXX Vv]free(x) [OK: X kX V]

falsel free(x) |ok: false] /

([p] Cle:q] if Vseq.3s ep.(s,9)e [C]e}

[[p] C |e: false] ¢/ (vacuous)J
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ISL: Local Axioms

[[x — V| free(x) |[ok: XA |

[x=null] free(x) |er: x:null]]
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ISL: Local Axioms

~

N

[X = V] free(x) [ok: x4 ]

[x=null
XA

free(x)
free(x)

er: Xx=n

er: X

m
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ISL: Local Axioms

[x > V] free(x) [ok: x5 ]

g

[x=null

bl

ee(X)

N

ree(X

er: Xx=n

er: X

m

use-after-free error
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ISL: Local Axioms

f[x — V| free(x) [ok: XA | [x=null] free(x) [er: x=n J||]\

(X5 | free(X) [er: X
\_ J

use-after-free error

X > V'] [X]:= v [OK: X > V] x=null] [x]:= v [er: x=null]

XA ] [X]:= Vv |er: X |
_ Y,
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ISL: Local Axioms

f[x — V| free(x) [oK: X | [x=null] free(x) |er: x=n J||]\

i XA | free(x) ler: X |)
use-after-free error

a o ] )

X~ V'] [X]:= Vv [OK: X » V] [x=null] [x]:= v [er: x=null}

\ X IX[:=vler: x|

([x - V] y:= [X] [ok: X » vay=V]  [x=null] y:= [X] [er: x:mll]\
X ] yi=[X] [er: XA

N\ J
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ISL: Local Axioms

([x — V| free(x) [ok: x| [x=null] free(x) |er: x=n J||]\
i XA | free(x) ler: X |)
use-after-free error

X > V'] [X]i= v [OK: X s V] x=null] [x]:= v [er: x=null]
X~ [X]:= Vv [er: xwn

([x — V] yv:= [X] [ok: X » vay=V]  [x=null] y:= [X] [er: x=n J||]\
XA ] yi=[X] [er: X |

\_ _J

.

lemp] x:= alloc() [ok:dl. [ » v A X=I]
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ISL: Local Axioms

N

X~ V] free(x) [ok: X1 |

[x=null] free(x)
X 4 | free(x)

er: Xx=n

m

er: X

use-after-free error

g

X > V'] [X]i= v [OK: X s V] x=null] [x]:= v [er: x=null]
XA ] [X]:= Vv |er: X |

([x — V] yv:= [X] [ok: X » vay=V]  [x=null] y:= [X] [er: x=n J||]\
XA ] yi=[X] [er: X |

~

ly v

l[emp] x:
X:

d
d

oc() |
oc() |

<Al - v A X=I1 ]

Y PV AXSY




Based on ISL!

Infer.Pulse

Analyzer for C++ lifetimes,
numbers on 100s kLOC codebase

20 disjunct limit versus 50 disjuncts
(5 unrollings each)

20 is 2.75x wall clock faster than 50

3.1x user time faster

20 find 97% of issues of 50

(Slide courtesy of Peter O’Hearn)
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SL: Soundness & Completeness

(Theorem. SL is sound:
{p} C {g} is provable = {p} C {qg} is true

(S Completeness: o

(o} C {g} istrue = {p} C {q} is provable

SL does not satisfy footprint property

X

35



SL: Footprint Property

" Given C:
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SL: Footprint Property

a :
Given C:
1. Derive spec of C using local axioms
2. Extend with frame
— complete C spec

N\

Example.

X -} [Xi=1;ai=[X]; x= 1A a=1}
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SL: Footprint Property

a :
Given C:
1. Derive spec of C using local axioms
2. Extend with frame
— complete C spec

&

Example.

(X = -} [X]: X]; {x = 1A a=1}

P * X~ -} X

]
0
]
X

X]; {p * X~ 1A a=1}

X
]
2
]
X



SL: Footprint Property

" Given C:

&

1. Derive spec of C using local axioms
2. Extend with frame
— complete C spec

Example.

(X = -} [X]:
P * X -} [x]:

X

X

X~ 1A a=1}
{p k X 1A a=1}

complete specification ‘/

36



SL: Footprint Property

Counter-example.

" would like to derive:
vy » -} x:= alloc(); free(x) {y» - Ay # X }
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Counter-example.

" would like to derive:
vy » -} x:= alloc(); free(x) {y» - Ay # X }

{emp}
X:= alloc();
(3. 1> -A x=1 )

[{emp} x:= alloc() {dI. | » -A x=I} X~ -} free(x) { emp }j
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SL: Footprint Property

Counter-example.

" would like to derive:
vy » -} x:= alloc(); free(x) {y» - Ay # X }

lempj
X:= alloc();
{Al. | » -A x=I}
free(x);
{Al. x=I}

[{emp} x:= alloc() {dI. | » -A x=I} X~ -} free(x) { emp }j
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{empj}
x:= alloc(); f
ramey - -
Al Il -Ax=l} =—
free(x);
{Al. x=I }

[{emp} x:= alloc() {dI. | » -A x=I} X~ -} free(x) { emp }j
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SL: Footprint Property

Counter-example.

" would like to derive:
vy » -} x:= alloc(); free(x) {y» - Ay # X }

J

{femp]) strongest derivable spec
X:= alloc(); ! ly - -} h
framey ~ -
(3l I -Ax=l} =——> X:= alloc(); free(x)
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SL: Footprint Property

Counter-example.

" would like to derive:
v » -1 x:= alloc(); free(x) {y—» - Ay =X}

_J

{femp]) strongest derivable spec
X:= alloc(); f ! ly - -} A
ramey — -
(3. 1> -A x=I} ———— | x:=alloc(); free(x)
free(x); 3l y - -A x=I'}
(3l. x=I'} > J

Incomplete specification X

lossy: forgets that x held a location

[{emp} x:= alloc() {Al. | » -A x=I } ({x — -} free(x) { emp })]

37




ISL: Footprint Property

(:X - V'] [X]:= v [OK: X —» V] * -comp(q) = * —Comp(p)\
X — V| y:= [X] [Ok: X —» VAY=V] % -comp(q) = * -comp(p)
emp] x:= alloc() [ok:dl. [ »- AXx=l] * -comp(q) C * -comp(p)
X — V] free(x) [ok: x# | * -comp(q) = * -comp(p)

\_ J




ISL: Footprint Property

-

Observation

resource may grow, but never shrinks!

U

resource monotonicity

~

38



ISL: Footprint Property

-

Observation

resource may grow, but never shrinks!

U

resource monotonicity

U
footprint property

~
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ISL: Footprint Property

-

N\

SL
Iy » -} x:= alloc(); free(x) {y = -Ay # X }
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ISL: Footprint Property

4 )

SL

{y » -} xt=alloc(); free(x) {y » -Ay = x } X
ISL >
ly = -] x:= alloc(); free(x) [ok: y = - X XA ]

[[emp] X:= alloc() [ok: dl. | » -A x=l] [X ~» -] free(x) [ok: X |7¢>]]
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ISL: Footprint Property

4 )

SL

{y » -} xt=alloc(); free(x) {y » -Ay = x } X
ISL >
ly = -] x:= alloc(); free(x) [ok: y = - X XA ]
U

~

ISL ‘/
[y » -] x:= alloc(); free(x) [OK: y » - %k XA A Y = X]
\_ J

[[emp] X:= alloc() [ok: dl. | » -A x=l] [X ~» -] free(x) [ok: X |7¢>]]
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Part |ll.
Concurrent ISL (CISL)
leaser
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Concurrent Incorrectness Separation Logic (CISL)

[ )

ISL

i~

(o]
£ Q*T]

19
o*r

N\ J

i~




Concurrent Incorrectness Separation Logic (CISL)

~

&

ISL

.

o

[3e]

o *r

i~

£ Q*T]

~

J

~

CSL

p1} C1 {a1}  {p2} C2 {02}
{p1*p2} C1|| Cz {g1*Qq2}
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Concurrent Incorrectness Separation Logic (CISL)

-

) [

~

ISL CSL

0] C [e: q] {p1} C1 {a1} {p2} C2 {02}
[p*r] C [e: q*1] {1 p2} G || G2 {q1* 2]
CISL )

1] G1 le: 1] [p2] Ce2 [e: g2

(D1 % P2] C+

| C2 [e: 1% Q2]

41



p1] C1 [e: g1

(2] Co [e: Q2]

P13k p2] C+

| Co [e: g1 * Q2]

(Par)
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01] C1 le: g1

[D2] Co [e: O2]

(D1 % P2] CH

| C2 [e: 1% Q2]

(Par)

-~

o] Ci1 [ok:r] [r] Ciz| C2 [

€: Q]

p] (C11; C12) || C2 [e: g

(Parlinterleavel)
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p1] C1le: g1]  [p2] Cz |e: 2]

(01 % p2] C1|| Co [e: g1 *q2]

(Par)

-~

-

0] C11 [ok: 1] [r] Ciz2]|| C2 [e: ]

0] (C11; C12) || C2 [e: g

(Parlinterleavel)

~

0] Co1 [ok: 1] [1] C1|| Caz [e: 0]

0] C1 || (Co1; Co2) [e: g

(ParlinterleaveR)
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Which CSL?
CSL Family Tree

Owicki-Gries (1976
/— wicki-Gries ( ) \ /RSL o

Rely-Guarantee (1983) CSL (2004)

[

Concurrent RGRefs (2017) j/ / Bornat-al (2005) — Ny FSL (2016)

RGSep (2007)
SAGL (2007) Bell-al (2010)

Hobor-al (2008) l T Deny-Guarantee (2009)
|

Hobor-Gherghina LRG (2009) *\
(201 1) CAP (2010)

HLRG (2010) RGSIm (2012) /
HOCAP (2013)

Gotsman-al (2007)

SCSL (2013)

Liang-Feng (2013) TaDA (2014)
ICAP (2014)

CaReSL (2013) / FTCSL (2015)
l \ ColoSL (2015)

GPS (2014) Iris (2015)
LiLi (2016) l / Total-TaDA (2016) l

Iris 2.0 (2016) _, Iris 3.0 (2017)

| / Disel (2018)
GPS (2017
| ( ) \ Aneris (2018) /

(Graph courtesy of llya Sergey)

— |acobs-Piessens (201 1)

FCSL (2014)
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CISL

A general framework
for
Concurrent ISL
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&

CISL

A general framework
for
Concurrent ISL

instantiated for:

= race detection (a la RacerD)
= deadlock detection

= disjoint concurrency

= shared concurrency (a la CSL)
- "o

44
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Thank You for Listening!

P> azalea@imperial.ac.uk %SoundAndComplete.org g? @azalearaad



ISL vs. SL Local Axioms

@wa]M:vava]

{x»-}M:v{w»v@
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{[ x =(V)] [X]:= v [0k: X > V]

(x ) [X]:=V{XHV}J
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ISL vs. SL Local Axioms

{[ x =(V)] [X]:= v [0k: X > V]

(x ) [X]:=V{XHV}J

~

N\

Suppose instead we had the axiom:

[ X~ -] [X]:=V[Ook: X > V]

~

J
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ISL vs. SL Local Axioms

(x> b= v ok x V] (%Ol b= v [xoov )

s D
Suppose instead we had the axiom:

[ X~ -] [X]:=V[Ook: X > V]

Let us prove:
X~ 1] [X]:= 2 [ok: X —» 2]
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ISL vs. SL Local Axioms

(x> b= v ok x V] (%Ol b= v [xoov )

s D
Suppose instead we had the axiom:

[ X~ -] [X]:=V[Ook: X > V]

Let us prove:
[x = 1] [XJ:= 2 [ok: x > 2] 2PV OIS, gpowix s - = x o 1 X

)

p<=p [P]Cle:qg] g <0
— (Cons)
. P] C e: ] )




