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Sequential Consistency (SC)

( )

exz=1; O v:=1;
\@b:=y /ol @ d:=x // Vg

SC (a.k.a. interleaving concurrency):
total execution order (to) that respects program order (00)

Vb Vd

1 e before ° ; e after G
0 e after @ ; e before G
1 e before @ ; G before Q
0

not possible!
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anomalies (litmus tests). behaviour absent under SC;
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® |nstruction reordering;
— e.g. store buffering (SB)
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WMGC: Store Buffering

Vb Vd
0 1
1 0
1 1
possible, due to reordering! (0 0) store buffering(SB)

Qd:=x;//vd )
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Fences to Stop Reordering




WMC: Independent Reads of Independent Writes
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Weak Memory Concurrency (WMC)

No total execution order (fo) =

anomalies (litmus tests). behaviour absent under SC;
caused by:

® |nstruction reordering;
— e.Q. store buffering (SB)

o different write propagation across cache hierarchy;
— e.9. Independent Reads of Independent Writes (IRIW)

I
programming under WMC can be unintuitive and error-prone



Weak Memory Concurrency (WMC)

Formal Methods

to the rescue!
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|
low-level !



WMC: State of the Art

What about
high-level
concurrent library
specification & verification

under
WMC?




Part |.

Concurrent Library Specification under WMC
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» small body of case studies E.g. C11,TSO, ...
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Concurrent Library Specification

wanted
general
- ; dt
Miv GQDQStIC :eulacr)' \6/1VI\/IC
declarative ‘model (MM) !

specification & verification 11, 150, ..
framework

12



Declarative Framework Desiderata
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Declarative Framework Desiderata

e Agnostic to memory model
» support both SC and WMC specs

e General

» port existing SC (linearisability) specs
» port existing WMC specs (e.g. C11, TSO)
» built from the ground up: assume no pre-existing libraries or specs

e Compositional
» verify client programs

» verity library implementations = towers of abstraction

Elimination-Stack

qg:=new-queue () ; SN
s:=new-stack () ; ExchArray Weak-Stack LockedQ HW-Queue

f N S
enqg(q,1) ; E:.‘L:ZPOP (s) s Exchanger wuteM_LOCk
push (s, 2) 1t (a==2) $\\\\\\\\ ! ////////)

b:=deqg(qgq) //returns 1 C11
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Linearisabillity

thread 1 6 enqg(1) Q enqg(?)

thread 2 deq(1)

» time

e Define a (partial) happens-before relation hb on events

» (€1, €2) € hb < e1.end <time €2.0egin

--e.g. (e, Q) € hb (e, ) & hb

e Linearisable < i to. to totally orders events
> hb C to

> to is a legal sequence (library-specific)
-- e.9. to is a FIFO sequence

00 000
v v

00
X

linearisable




Why Not Linearisability?

X assumes <time Order -- not present under WMC
X requires total order on all events -- not always possible under WMC

Oy:-1; X

° d:=x //0 not linearisable
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Why Not Linearisability?

X assumes <time order -- not present under WMC
X requires total order on all events -- not always possible under WMC

? per-location linearisability”?
X cannot model weak specs, e.g. C11, TSO

Elimination-Stack

7N

ExchArray Weak-Stack LockedQ HW-Queue

t &\ ///
Exchanger Mutex MRSW-Lock

< ' 7

C11 -




Our Solution

¢/ no particular memory model
v/ no <time Order

¢/ no total order on events

V4 per-library specification

= set of library executions

(G | G satisfies certain axioms}

library execution

16



Library Executions

-

N
Example: Queue Library
q:=new-queue () ;
s:=new-stack() ;
3= (s);
enq(q,1); || . °°F
pugh?s,Z) 1t (@==2)
b:=deq(q) // may read 1 or empty (L) )

Goueve =< E, po, so, hb >
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Library Executions

4 )
Example: Queue Library
q:=new-queue () ;
s:=new-stack () ;
enq(q,1); ?é?pf?(f);
push (s, 2) =S
g b:=deq(q) // may read 1 or empty (L) )

Goueve = < @ po, so, hb >

events |

6 new-queue(q)

G enq(q, 1)

O deq(q, 1)
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Library Executions

g
Example: Queue Library

enq (
push

q:=new-queue () ;
s:=new-stack() ;

qll);

(s, 2) if (a==

a:=pop(s) ;

)

b:=deq(q) // may read 1 or empty (L)

J

Goueve = < @ po, so, hb >

events |

6 new-queue(q)

° new-queue(q)

G enq(q, 1)

O deq(q, 1)

G enq(a, 1)

17



Library Executions
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\
Example: Queue Library
gq:=new-queue () ;
s:=new-stack() ;
3= (s) 7
enq(q,1); || T2 PP
push (s, 2) 1t (a==2)
b:=deq(q) // may read 1 or empty (L) y
uneue =< @@ so, hb >
events
program -order
6 new-queue() G new-queue(q)
/001 pOl pOl pOl
© enga © eng(a, 1
(d JeO O cea L)
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Library Executions

g
Example: Queue Library

q:=new-queue () ;
s:=new-stack() ;

a:=pop(s)

enq(q,1); || 5 2205

push (s, 2)

b:=deq(q) // may read 1 or empty (L)

_

uneue =< @ @ , hb >

events
program -order

synchronisation-order
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Library Executions

r N
Example: Queue Library

q:=new-queue () ;
s:=new-stack() ;

a:=pop(s)

enq(q,1); || 5 2205

push (s, 2)

b:=deq(q) // may read 1 or empty (L)

Goueve = < @ @

events

_

happens-before order

program -order | (coming soon!)

synchronisation-order

enq(q, 1) ~S9 enq(a, 1)
e T~ O deq(q, 1) e Odeq(q, 1)

17
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Library Executions

Example: Queue Library

q:=new-queue () ;
s:=new-stack() ;

a:=pop(s);

enq(q,1); || $5 %)

push (s, 2)

b:=deq(q) // may read 1 erermety=t= )

Gaueve = < @ @

events

orogram- oroler| happens-before order

L (coming soon!)
synchronisation-order
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Library Executions

r D
Example: Queue Library

q:=new-queue () ;
s:=new-stack() ;

eng(q,1); || 217POP(8)
push (s, 2) lfé?:QZ)
. :=deq (q) // may read 1 er=ermety=t y
How to eliminate this "incorrect” behaviour?
6 new-queue(q) Q new-queue(q)
pOl pOl pOl pOl
O enq(, 1) [~s0 © enqia, 1)
\0 deq(q, 1) Odeq(q, 1)

X

17



Klfﬂ

semantics of P

Program Executions

events
p Program- _order Synchron|sat|on -order

(library-specific)

:{GP—<@"> -

exeoutlon of

18



Program Executions

KFl’ﬂ :{Gp:< E,po,so> |

semantics of P ‘
execution of P

]

4 )
Jg:=new-queue () ;
s:=new-stack() ;
a:=pop(s);
eng(q,1); . _
sush s, 2y ||| S5 ET2)
L b:=deq(q) // should return D
O revv-queue() O revv-queue)
po] po;
e new-stack(s) e new-stack(s)
po po po
O eng(a. 1 © oo 2 © roois. 2)
po| po| po|

e push(s,2) 0 deq(a, 1)
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- N
Jg:=new-queue () ;
s:=new-stack() ;
a:=pop(s);
eng(q,1); . T
sush s, 2y ||| S5 ET2)
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po] po;
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po po
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Program Executions

KF;E :{Gp:< E, po, so> \ } hb = (po U so )*
semantics of P ‘
execution of P
g g:=new-queue () ; h
s:=new-stack () ;
enqg(q,1); || 2:7POP(S)/
sush (s, 2) || £FE=2)
L b:=deq(q) // should return D
@ new-queue(q) Q new-queue(q)
po| po |
e new-stack(s) e new-stack(s)
po po po
O engia, )N @ popts, 2) © oo 2
pol SO pol SO pol
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Program Executions

KF;E :{Gp:< E, po, so> \ } hb = (po U so )*
semantics of P ‘
execution of P
g g:=new-queue () ; h
s:=new-stack () ;
enqg(q,1); || 2:7POP(S)/
sush (s, 2) || £FE=2)
L b:=deq(q) // should return D
@ new-queue(q) Q new-queue(q)
po| po |
e new-stack(s) e new-stack(s)
po po
Qenq(q, DINN Opop(s, 2)
pol SO pol

e push(s,2)

hb 0 deq(a, 1)
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Program Executions

Kl?ﬂ :{Gp:< E,po,so> | } hb = (po U so )*

semantics of P ‘
execution of P

allow libraries to constrain each other via hb!
How? hb defined on program executions

@ new-queue(q) Q new-queue(q)
po| po |
e new-stack(s) e new-stack(s)
po po po
Q ena(g, 1) [\ 0 pop(s, 2) ﬂ pop(s, 2)
pol SO pol SO pol
a push(s,2)[" hb 0 deq(q, 1) hb deq(q, 1)

18



From Program to Library Executions

Gp=< E, po, so> hb = (po uso)*

Q new-queue(q)
pol

e new-stack(s)

m
Qenq(q, DI Gpop(s, 2)

pol SO pol

epush(s,Z) hb Q deq(q, 1)




From Program to Library Executions

Gp=< Ilz',,oo,so> hb = (po uso )’
Equeve U Estack

Q new-queue(q)

DO

e new-stack(s)
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From Program to Library Executions

C|3p=< Ilz',,oo,so> hb = (po uso)’
Goueve ® Gstack Equeve U Estack

(a)

uneue =< Equeue , POqueuve , SOqueve , hb? >

|
hbqueue

19



Example Revisited

f g:=new—-queue () ; R
s:=new-stack () ;
eng(q,1); ?ETEZEQT);
N pushis, ) b:=deq(q) //shouldreturn1
@ new-queue(q) Q new-gueue(q)
,OOv ,OO'
9 new-stack(s) e new-stack(s)
PO po
O enqia, 1) © oo 2
po| SO po]

e push(s,2)

o@D deq(q, L)
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Example Revisited

C g:=new-queue () ; A
s:=new-stack() ;
eng(q, 1) ; ?%Tiiiéf);
\_ push (s, 2 b:=deqg(q) //should return 1 y
new-queus 0 new-queue
o A@ rewaveusa O @l oo
SO

Q enq(q, 1)

hoN @) deqa, 1)

Q ena(g, 1)

o@D deq(q, L)
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Example Revisited

8 Jg:=new-queue () ; A
s:=new-stack () ;
enqg (g, 1) ; ézzpfg(s);
1f (a==2)
push (s, 2) o
L b:=deqgq(qg) //should return 1 y

ow does hb exclude the RHS execution?
w library axioms!

@ new-queue(q) po

po

Q enq(a, 1)

SO

hb Q deq(q, 1)

@ new-queue(q)

po

po

Q enq(a, 1)

hb

deq(q, 1)
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Queue Axioms

G=< E, po, so, hb > is a consistent queue execution iff:

1.

E contains queue events

@ new-queue(q)

G enq(a, v)

Q deq(a, w)

deq(qg, 1)

v,\w € Val

21



Queue Axioms

G=< E, po, so, hb > is a consistent queue execution iff:

1. E contains queue events

@ new-queue(q)

G enq(a, v)

Q deq(a, w)

ﬂ deq(q, 1)

2. sois 1-to-1
so relates matching eng/deqg events;

If

G ena(q, v)

SO

— Q deq(a, w)

then v=w

v,\w € Val
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Queue Axioms

G=< E, po, so, hb > is a consistent queue execution iff:

1. E contains queue events

@ new-queue(q)

G enq(a, v)

Q deq(a, w) 0 deq(q, 1)

2. sois 1-to-1

so relates matching eng/deqg events;

if G enq(a, v)

SO
— >

O ceaia, w then v =w

G ena(a, v)

7«;

edeq(q, 1) for all v

v,\w € Val
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Queue Axioms

G=< E, po, so, hb > is a consistent queue execution iff:

1. E contains queue

events

@ new-queue(q)

G enq(a, v)

Q deq(a, w) 0 deq(q, 1)

2. sois 1-to-1

so relates matching eng/deqg events;

if G enq(a, v)

SO
— >

@) ceaia, w) then v =w

G enq(a, v)

7&,

odeq(q, 1) for all v

3. 3 to. to totally orders E,
fo is a FIFO sequence

hb C to and

v,\w € Val
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Example Revisited

hb=(po uso)"

f g:=new-queue () ; A
s:=new-stack () ;
: a:=pop(s);
uen (6,29 || 1T la==2
\_ ° ' b:=deqg(qg) //should return 1 y
hb , po po, hb

22



Example Revisited

8 Jg:=new-queue () ; A
s:=new-stack () ;
enqg(q,1); ?%TPfféf);
push (s, 2) - a:—
L b:=deq(q) //should return 1 y
hb . po @ new-queue(Q) po, hb

hb=(po Uso)"

O enqla, )N

o~ @) deq(a, 1

22



hb

Example Revisited

g:=new-queue () ;
s:=new-stack () ;
a:=pop(s);
1f (a==2)
b:=deq(q)

eng (q,1);
push (s, 2)

N\

// should return 1

J

@ new-queue(q)

po, hb

hb , po

© enqa, 1)\

@ new-queue(q)

(po uUso)"
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Example Revisited

f g:=new-queue () ; A
s:=new-stack () ;
eng(q,1); ?%Tiiiéf);
\_ pushis,2) b:=deq(q) //shouldreturn1
@ new-queue(q) po, hb
hb , po
po |
e new-stack(s)
m
© enaq. )N ﬂpop(s 2)
,ool SO po l
epush(s 2) hb edeq(q 1)
hb=(po uso)* hb C to
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hb

Example Revisited

g:=new-queue () ;
s:=new-stack () ;
a:=pop(s);
1f (a==2)
b:=deq(q)

eng (q,1);
push (s, 2)

N\

// should return 1

J

@ new-queue(q)

po, hb

hb , po

O g, 1)N©°

@ new-queue(q)

(po uUso)"

23



Program Executions

(P) = {Gp = <E, po, so> ‘ }

g:=new-queue () ;
s:=new-stack () ;
a:=pop(s);
1f (a==2)
b:=deq(q)

eng(q,1);
push (s, 2)

24



Program Executions

(P) = {Gp = <E, po, so> | @}
2

g:=new-queue () ;
s:=new-stack () ;
a:=pop(s);
1f (a==2)
b:=deqg(q)

endg (g, 1);
push (s, 2)

24



Program Executions

(P)] = {G@: <E, po, so> ‘@}
2

queue & stack calls

s g:=new-queue () ; )
s:=new-stack () ;
a:=pop (s) ;
enqg(q,1); || 2i7POP(s)
1f (a==2)
push (s, 2) b:=deq ()
_ Teed )




Program Executions

queve Sats. queue axioms }

G
KP ﬂ — {G@: <E, PO, SO> | Gsiack Sats. stack axioms

queue & stack calls

s g:=new—queue () ; )
s:=new-stack() ;
a:=pop(s);
enqg (q,1); . p_E‘ )
1f (a==2)
push (s, 2) b:=deq (q)
\_ . SRS D




Program Executions

queve Sats. queue axioms

G
KP ﬂ — {G@ — <E, PO, SO> ‘ Gsiack Sats. stack axioms

queue & stack calls

(- q:=new-queue () ; )
s:=new-stack () ;
enqlq,1); || 217EORIS)
push (s, 2) b:=deq (q)

_ ‘ _J

P cals Li..L, and G e [P]

—
(3., sats. L7 axioms

(G3,, sats. L, axioms

]

24



Queue Axioms

G=< E, po, so, hb > is a consistent queue execution iff:

1. E contains queue events
2. is 1-to-1; so relates matching eng/deq events

3.] d to. to totally orders E,
hb cto and toisaFIFO sequence

X too strong
X difficult to find to witness

25



Strong Queue Axioms
C11 Herlihy-Wing Queue Implementation

new-queue( ) = deq(q) =
let q = alloc(+00) in q loop
let range = load(q, acq) in
enq(q,v) = for i=1to rangedo
let i = fetch-add(q,1,rel) in let x = atomic-xchg(q +1i,0, acq ) in
store(q + i + 1,v, rel); if x # 0 then break; x

X does not satisty strong queue axioms

20



Strong Queue Axioms
C11 Herlihy-Wing Queue Implementation

new-queue() = deq(q) =
let q = alloc(+00) in q loop
let range = load(q, acq) in
enq(q, v) = for i =1to rangedo acqrel
let i = fetch-add(q,1,rel) in let x = atomic-xchg(q +i,0, a€q ) in
store(q + i+ 1,v, rel); if x # 0 then break; x

v/ satisfies strong gueue axioms

20



Weak Queue Axioms

G=< E, po, so, hb > is a consistent weak queue execution iff:

1. E contains queue events
2. is 1-to-1; so relates matching eng/deq events

3. deqg with hb-earlier unmatched eng cannot return L

. hb
If e enq(q, V) —>edeq(q, W) then w # 1L
®

#




Example Revisited

g Jg:=new-queue () ; A
s:=new-stack () ;
enqg(q,1); ?’:p??(s);
1f (a==2)
push (s, 2) B
L b:=deqg(qg) //should return 1 y
e new-queue(q) e new-queue(q)

(S)

(s)

28



Example Revisited

8 Jg:=new-queue () ; A
s:=new-stack() ;
) a:=pop(s):;
enq(a, L) 7 1 5 ¢ 5——0)
push (s, 2) B
L b:=deq(q) //shouldreturn1
new-queue new-queue
po @ 9 (@) PO po e - 9) PO
SO

Q enq(a, 1)

Q enq(q, 1)

hoN @) deq(a, 1)

hb @D deq(q, L)

28



Example Revisited

8 Jg:=new-queue () ; A
s:=new-stack() ;
) a:=pop(s):;
enq(a, L) 7 1 5 ¢ 5——0)
push (s, 2) B
L b:=deq(q) //shouldreturn1
new-queue new-queue
po @ 9 (@) PO po e - 9) PO
SO

Q enq(a, 1)

Q enq(q, 1)

hoN @) deq(a, 1)

hb @D deq(q, L)
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Example Revisited

g Jg:=new-queue () ; A
s:=new-stack() ;
) a:=pop(s):;
enq(a, L) 7 1 5 ¢ 5——0)
push (s, 2) B
L b:=deq(q) //shouldreturn1
new-queue new-queue
po @ 9 (@) PO po e - 9) PO
SO

Q enq(a, 1)

hoN @) deq(a, 1)

>)<Q enq(q, 1)

ho €D deq(q, 1)

28



Weak Queue Axioms

G=< E, po, so, hb > is consistent a weak queue execution iff:

1. E contains queue events

2. is 1-to-1; so relates matching eng/deq events
3. deqg with hb-earlier unmatched eng cannot return L

#

4. weak FIFO guarantee

G enq(q, v)

lSO

Q deq(q, v)

. hb
if G enq(a, V) [ @ deq(a, w)
(0,

then w# 1

hb
e enq(q, w)

lSO

ﬂdeq(q, W)

29



Weak vs. Strong Queue Axioms

e Not equivalent
= C11 Herlihy-Wing queue

new-queue() = deq(q) =
let q = alloo(+0) in q loop
let range = load(q,acq) in
A .
enq(q, v) = for i=1to rangedo
let i = fetch-add(qg,1,rel) in let x = atomic-xchg(q +i,0, acq ) in
store(q + i+ 1, v, rel); if x # 0 then break; x

t/ satisfies weak axioms

X does not satisfy strong axioms

30



Weak vs. Strong Queue Axioms

e Not equivalent

= C11 Herlihy-Wing queue

new-queue() = deg(q) =
let q = alloo(+0) in q loop
let range = load(q, acq) in
enq(q, v) = for i =1to rangedo acqre
let i = fetch-add(q,1,rel) in let x = atomic-xchg(q + i,0, a€q ) in
store(q + i + 1, v, rel); if x # 0 then break; x

t/ satisfies weak axioms

v/ satisfies strong axioms

30



Weak vs. Strong Queue Axioms

e Not equivalent
—> C11 Herlihy-Wing queue

acq

e \Why weak axioms?

— strong enough for certain uses: single-producer-single-consumer

30



Alternative Strong Queue Axioms

G=< E, po, so, hb > is a consistent queue execution iff:

1. E contains queue events
2. s 1-to-1,;

3. d to. to totally orders E,

hb C to

relates matching eng/deqg events

strong/\weak

to is FIFO

3.

deq with hb-earlier unmatched
eng cannot return L

weak FIFO guarantee
(weak acyclicity axiom)

31



Alternative Strong Queue Axioms

G=< E, po, so, hb > is a consistent queue execution iff:

1. E contains queue events
2. s 1-to-1; so relates matching eng/deq events

strong/\weak

3. d to. to totally orders E, 3. deq with hb-earlier unmatched
hb C to to is FIFO eng cannot return L

X too strong M weak axioms
X difficult to find to witness

4. weak FIFO guarantee
(weak acyclicity axiom)
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Alternative Strong Queue Axioms

G=< E, po, so, hb > is a consistent queue execution iff:

1. E contains queue events

2. s 1-to-1; so relates matching eng/deq events

strong/\weak

X too strong M weak axioms
X difficult to find to witness

i

3. strong FIFO guarantee
(strong acyclicity axiom)

= see our paper!

3.

deq with hb-earlier unmatched
eng cannot return L

weak FIFO guarantee
(weak acyclicity axiom)

31



Recap

A declarative framework:

Vv Agnostic to memory model
= support both SC and WMC specs

V' General
= port existing SC (linearisability) specs
= port existing WMC specs (e.g. C11, TSO)
= puilt from the ground up: assume no pre-existing libraries or specs

32



Recap

A declarative framework:

Vv Agnostic to memory model
= support both SC and WMC specs

V' General
= port existing SC (linearisability) specs
= port existing WMC specs (e.g. C11, TSO)
= puilt from the ground up: assume no pre-existing libraries or specs

? Compositional

? verify client programs

? verify library implementations

Elimination-Stack

g:=new—-queue () ; VAN
s:=new-stack() ; ExchArray Weak-Stack LockedQ HW-Queue
a:=pop(s):; f NS
enqg(qg,1); i f (E:E ) Exchanger &/Iut@/ MRSW-Lock
ush (s, 2) — N\t
P b:=deq(q) !

C11




Part .

Concurrent Library Verification under WMC



(P) = {Gp ‘}

Program Outcomes

outcomes(P) = {(val(Gy)) | Gr € [P] }

| values of local variables

34



Program Outcomes

(P) = {Gp ‘}

g:=new—queue () ;
s:=new-stack() ;
a:=pop(s);
1f (a==2)
b:=deq(q9)

eng(q,1);
push (s, 2)

outcomes(P) = {(val(Gy)) | Gr € [P] }

| values of local variables

Q new-queue(q)

new-stack(s)

enq(a, 1) © oo 2
push(s,2) | Q deq(q, 1)

34



Client \erification

(P) ={Gp|...}

assert (true)

g:=new—queue () ;
s:=new-stack() ;
a:=pop(s);
1f (a==2)
b:=deq(q9)

eng(q,1);
push (s, 2)

assert (- (@a=2 A b=1)

outcomes(P) = {(val(Gy)) | Gr € [P] }

| values of local variables

@ new-queue(q)

new-stack(s)

enq(a, 1) © oo, 2
push(s,2)| @ deq(q, 1)




Implementation \/erification®?

new-queue() = deq(q) =
let q = alloo(+o0) in ¢ loop
let range = load(q, acq) in
fori=1to rangedo
let x = atomic-xchg(q +i,0, acq ) in

enq(q, v) = if x # 0 then break; x

let i = fetch-add(q,1,rel) in
store(q + i+ 1,v,rel);

36



Library Implementation

lqueve : Methodqueue = Prog

C11 Herlihy-Wing Implementation (HWQ)

new-queue() = deq(q) =
|_C1et q = alloc(+00) in q) (1oop )
let range = load(q, acq) in
lqueue(new-queue ()) for i =1to rangedo

let x = atomic-xchg(q +i,0, acq ) in

enq(q, v) A \_ if x # 0 then break; x )

(let i = fetch-add(q, 1,rel) irﬁ |

store(q + i+ 1,v,rel);

lqueueleng (g, v))

lqueue(deq (q))




L.

]
lqueueleng (q,1))

\>H¥%+%T%%;

push (s, 2)

Translation

Idueue

]queue(new—queue ()

q:=Hequaeae4%;

s:=new-stack () ;

a:=pop(s);
1f (a==2)

o

lqueue(deq (q))

. Prog — Prog

]dueue

38



Implementation Soundness

Ioueve SOund << forall P

outcomes(| P |, ) & outcomes(P)

39



Implementation Soundness

Ioueve SOund << forall P

outcomes(| P |, ) & outcomes(P)

) 2
(valG) | Giell P, 1} C {valGs | Gs e [P]}

outcomes(P) = { val(Gp) ‘Gp € [(P) }
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Implementation Soundness

Ioueve SOund << forall P

outcomes(| P |, ) & outcomes(P)

) 2
(valG) | Giell P, 1} C {valGs | Gs e [P]}
) 2

VGell P, .I>1. 4GselP]. valG)=valG

outcomes(P) = { val(Gp) ‘Gp € [(P) }

39



Example: HWQ Soundness

ijhww P
B ) 4 )
q:=lqueve(new-queue ()); g:=new-queue () ;
s:=new-stack () ; S:=new—stack(%;)
. . s) ;
]queue(enq(q, l)); if(ggg()s) ’ )

push (s, 2)

b: =]queue(deq (q)) )

@ new-queue(q)
po |

e new-stack(s)

such that: val(G)) = val(Gs)



Example: HWQ Soundness

P cals Li..L, and G e [P)

—
(G.7 sats. L1 axioms

G, sats. [, axioms

40



Example: HWQ Soundness

(R

po
e new-stack(s)

We know: Show:
(Gi)c17 sats. C17 axioms (Gs)aueve Sats. gueue axioms

(Gi)stack Sats. stack axioms (Gs )stack Sats. stack axioms

41



Example: HWQ Soundness

CIJ D Q new-queue(q)
2 - poy
po : : 0
e new-stack(s) 2 e new-stack(s)
DO ;%)\g ~— Dbo EO\.
ﬂ pop(s, 2)
po}
% | @ deq(a, )
We know: Show" Imain proof obligation
(Gi)c17 sats. C717 axioms ((Gs)queue sats. queue axioms)

(Gi)stack Sats. stack axioms (Gs )stack Sats. stack axioms

41



po

Example: HWQ Soundness

e new-stack(s)

;m\}

/ ﬂ pop(s, 2)
‘e push(s,2) SO

-------------------------------------------------------

We know:

(Gi)c17 sats. C711 axioms

(Gi)stack Sats. stack axioms

o)
g e new-stack(s)
EO\;
/' 0 pop(s, 2)
O oushis 2 *°
Show: Imain proof obligation

r )
(Gs )queve SaLS. queue axioms

\_

\___/

r .
(Gs )stack Sats. stack axioms

almost redundant :

(Gi )stack =7= (Gs )stack

’

41



Example: HWQ Soundness

Wanted
compositional soundness proof

41



Example: HWQ Soundness

(R

po
e new-stack(s)

(Gi )stack =<Estack, POstack, SOstack, (hbi)stack>

(Gs )stack=<Estac/<, [POstack, SOstack, (hbs)stack>

42



Example: HWQ Soundness

. po
: D enew—stack(s)

;m\}

/ ﬂ pop(s, 2)
‘e push(s,2) SO

-------------------------------------------------------

(Gi )stack =<Estack, POstack, SOstack, (hbi)stack>

0
’ e new-stack(s)

-------------------------------------------------------

(Gs )stack=<Estac/<, [POstack, SOstack, (hbs)stack>

42



Example: HWQ Soundness

. po

e new-stack(s) 22 e new-stack(s)
;W\p EO\.

0 pop(s, 2) / 0 pop(s, 2)
/ e push(s,2) S0

--------------------------------------------------------------------------------------------------------------

(Gi )stack =<Estack, POstack, SOstack, (hbi)stack> (Gs )stack=<Estac/<, [POstack, SOstack, (hbs)stack>

show: hb; = hbs

hbs = (hb)stack = ((pO U SO ) )stack

42



Example: HWQ Soundness

. po 0
: D enew—stack(s) -

0 pop(s, 2) / 0 pop(s, 2)
/ e push(s,2) S0

--------------------------------------------------------------------------------------------------------------

(Gi )stack =<Estack, POstack, SOstack, (hbi)stack> (Gs )stack=<Estac/<, [POstack, SOstack, (hbs)stack>

show: hb; = hbs

hbs = (hb)stack = ( (PO U SOqueue U SOstack )+ )stack
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Example: HWQ Soundness

. po 0
: D enevv—stack(s) -

0 pop(s, 2) / 0 pop(s, 2)
/ e push(s,2) S0

--------------------------------------------------------------------------------------------------------------

(Gi )stack =<Estack, POstack, SOstack, (hbi)stack> (Gs )stac/<=<Estac/<, [POstack, SOstack, (hbs)stack>

show: hb; = hbs

sufficient: Gs. soqueve €& Gi. hbi

hbs = (hb)stack = ( (PO U SOqueue U SOstack )+ )stack

42



Local Soundness

Ioueve SOUNA < for all P :

VGI EKL P J[queueﬂ' 1

Gs € |[P) . vallG) = val(Gs)
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Local Soundness

Ioueve SOUNA < for all P
VGiell P Jovene 1 1Gs € [P) . val(G) = val(Gs)

Iouewe SOUNd < for all P:

\V/Gi = KL P J[queueﬂ'

‘ (when P calls queue, L1, ..., Ln)

1Gs . val(G) = val(Gs)

(Gs)queve Sats. queue axioms
(Gs)Ls sats. L1 axioms
(G

s ) sats. Ln axioms
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Local Soundness

(when P calls queue, L1, ..., Ln)
Iouewe SOUNd < forall P:

\V/Gi = KL P J[queueIL

Gs . val(G)) = val(Gs)

(Gs)oveve Sats. queue axioms
(Gs)Ls sats. L1 axioms
(G

s ). sats. Ln axioms

I000 locally sound < for all P :
VGiell P, 1. dGs. val(G) = val(Gs)

(Gs)aueve Sats. queue axioms
Gs. SOqueue g Gi. hb
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Local Soundness

Iouewe SOUNd < forall P:

\V/Gi EKL P J[queueﬂ’ E

Given for free! —

(when P calls queue, L1, ..., Ln)

Gs . vallG)) = vallGy)
(Gs)aueve Sats. queue axioms
(Gs)L: sats. L1 axioms

(Gs )., sats. L, axioms,

I..00- locally sound < forall P :

VGi EKL P J]ClueueEL -

Gs . vallG)) = vallGy)
(Gs)aueve Sats. queue axioms

Gs. SOqueue g Gi. hb

43



Compositionality

Theorem (Compositionality)

[ locally-sound = [ sound
Proof. Mechanised in Coq.

44



Case Studies

scalable stack push/pop may fail
implementation if contention on stack top

] [ strong locking queue j

\ /
o~
- N Elimination-Stack r
N weak & strong
an array of Herlihy-Win
exchanger ExchArray Weak-Stack LockedQ HW-Queue S J
. objects ) ? NS implementations
Exchanger Mutex MRSW-Lock
/ C11 /
/ ) / ~ 4 \ )

-

\_

exchanger object from
java.util.concurrent

J

-

ported existing
declarative
specification

_J

\_

multiple-reader-single-writer
lock implementation

J

-
(

&

spinlock implementation
USIﬂg CASacq aﬂd Wrel

~

J
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Summary

A declarative specification and verification framework:

Vv Agnostic to memory model
= support both SC and WMC specs

V' General
= port existing SC (linearisability) specs
= port existing WMC specs (e.g. C11, TSO)
= puilt from the ground up: assume no pre-existing libraries or specs

v/ Compositional
= vertical composition to verify library implementations
= horizontal composition to verify client programs

Elimination-Stack

7N

ExchArray Weak-Stack LockedQ HW-Queue

S
Exchanger Mutex MRSW-Lock

C11




Future Work

e Support load buffering behaviour
— allow (po U so )" cycles

e MM-agnostic, general program logic
— port existing WMC logics, e.g. RSL, GPS, ...

e MM-agnostic (stateless) model-checking

— a generalisation of existing approaches, e.g. RCMC, ...



Thank You for Listening!

A declarative specification and verification framework:

Vv Agnostic to memory model
= support both SC and WMC specs

V' General
= port existing SC (linearisability) specs
= port existing WMC specs (e.g. C11, TSO)
= puilt from the ground up: assume no pre-existing libraries or specs

v/ Compositional
= vertical composition to verify library implementations
= horizontal composition to verify client programs

Elimination-Stack

7N

ExchArray Weak-Stack LockedQ HW-Queue

S
Exchanger Mutex MRSW-Lock

C11

P> azalea@mpi-sws.org %SoundAndComplete.org gj @azalearaad



