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A Null Pointer Dereference Bug in OpenSSL
(CVE-2014-0198)

NPD(b) 2 local zp,Tp in
zp:= [b];
{assume (w,=null); setup_write buffer(b)} + {assume (z,#null);skip};
dispatch_alert(b) + skip;
Zp:= [b]; Lrp: [zp]:= 666

Fig. 9. The NPD program from OpenSSL adapted to the ISL language

We consider a null-pointer-dereference bug in OpenSSL, adapted to our ISL
language as the NPD(b) program in Fig. 9. The NPD(b) program makes calls to
the setup_write buffer(b) and dispatch_alert(b) procedures, assumed to be
inlined within NPD(b), as before. For brevity, we omit the code of these two
procedures, and note that while setup_write buffer(b) always ensures that the
buffer at b is allocated, dispatch_alert(b) may accidentally deallocate the buffer
at b and set it to null, causing a null-pointer-dereference error later. We thus
assume the following specifications for these procedures:

[b — e] setup_write buffer(b) [ok: Jls. b Iy x Iy +— €] (NPD-SETUP)
[b > lg* 1o — —]dispatch_alert () [ok: b+ nullxly+~ ]  (NPD-ALERT)

We can then prove the following error specifications for NPD(b):
[b — null] NPD(b) [er(L,,): Jla. b null x [y o | (NPD-ERr-1)
[0+ Iy % Ig — —] NPD(B) [er(L,p): b null Iy i/ | (NPD-ER-2)

(NPD-ER-1) describes the case where the buffer at b is originally unallocated and
is subsequently allocated by setup_write buffer(b), only to be deallocated by
dispatch_alert(b) shortly after, causing a null-pointer-dereference error at Ly.,.
Analogously, (NPD-ERr-2) describes the case where the buffer is initially allocated
and later deallocated by dispatch_alert(b), causing an error at L.

The proofs of (NPD-Er-1) and (NPD-Er-2) are straightforward. A proof
sketch of (NPD-ER-1) is given in Fig. 10; the (NPD-ER-2) proof is analogous and
omitted.
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[b — null]
local wp,xp in
2= [B]; // (Loap)
[0k:xp, = null % b — null]
{ assume(zp=null); // (ASSUME)
[0k :2p=null * b — null]
setup_write_buffer(b); // (NPD-SETUP)
[0k :xp=null * Jlo.b > lg *x lo > —]
}+4{...}; // (Cuoicg)
[ok:xzp=null % 3la. b — la * lo — —]
[0k:b 1o * 1o — —]
(dispatch_alert(b); // (NPD-ALERT)
[ok:b— null * Iy A |
[ok:xzp=null % 3ls. b — null [ 4 | // (EXIST, 4.2)
+...);// (CHOICE)
[0k :xp=null * Jlp. b — null * [y /> |
zpi= [} // (LoAD)
[0k :zp=xp=null * 5. b — null * [y /|
Lyp: [xp]:= 666 // (STORENULL)
ler(Lrp) : ®py=xp=null % Jla. b+ null * I 1/ ]
// (LocAL, CONS)
[er(Lyp): Jla. b — null x [y 1A |

Fig. 10. A proof sketch of NPD-ER-1
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B Soundness

Definition 1. J
§1 ~4 S2 <:ef> Vo € A. s1(x)=s2(x)

Proposition 1. For all assertions p and all s,s', h, if (s,h) € p and s ~g(p) 5,
then (s',h) € p.

For alle, C, x, v, (s1,h) and (s2, ha), if ((s1,h1), (s2,h2)) € [C] and x & fv(C),
then ((s1[z — v], h), (s2]x — v], he)) € [C].

Lemma 1. For all p,C,q,¢, if - [p] C [e :q] holds, then:

Y(sg,hg) € 4. Vh hy # h =
A(sp, hp) € p. sp ~od (@) Sa ((Sp, by W h), (84, hg W h)) € [Cle

where hq # h & dom(hy) N dom(h)=0 denotes that hy and h are compatible

in that their composition is defined.

Proof. We proceed by induction on the structure of incorrectness triples. In what
follows we write hg to denote an empty heap (i.e., dom(ho) = 0).

Case Skip

Pick an arbitrary o,=(s, hy) € emp and an arbitrary h such that hy # h. It then
suffices to show that ((s, kg W R), (s, hg W h)) € [skip] ok, which follows from the
semantics of skip immediately.

Case AssiaN
Pick an arbitrary x,e, h and (s, hy) € ¢ such that h, W h. We then know h,=hg
and sq(z)=s4(e[z’/z]). Let sp=s4[z — s4(z)]. By definition we then know that
Sp ~mod(e) Sa and (Sp, hq) € p. It then suffices to show that ((sp, hg W h), (sq, g W
h)) € [x:= e] ok, which follows from the semantics of z:= e immediately.

The proof of Havoc is analogous and omitted here.

Case LoaD

Pick an arbitrary =,y and (sq, hq) € ¢. Pick an arbitrary h such that h, # h. We
then know there exist [, v such that s,(z)=s,(e[z’/z])=v, s,(y)=l and h, = [l — v].
Let s, £ s4[z + s4(2')]. By definition we then know that s, ~mod(@) Sa and
(8p, hq) € p. It then suffices to show ((sp, hg Wh), (4, hgWh)) € [z:= [y]] ok, which
follows from the semantics of z:= [y] immediately.

Case LoADER

Pick an arbitrary x,y and (s4, hq) € g. Pick an arbitrary h such that h, # h.
We then know there exist [ such that s,(y)=l and h, £ [l — L]. By defini-
tion we then know that s; ~ 5y sq and (s, hg) € p. It then suffices to show
((8gs hq Wh), (sq, hqg W h)) € [x:= [y]]er(L), which follows from the semantics of
x:= [y] immediately.
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Case LoADNULL

Pick an arbitrary =,y and (sq, hq) € ¢. Pick an arbitrary h such that h, # h. We
then know hy=hy and s,(y)=null. By definition we then know that s, ~mod(©) Sa
and (sq, hy) € p. It then suffices to show ((sq, hgWh), (54, hgWh)) € [z:= [y]]er(L),
which follows from the semantics of x:= [y] immediately.

The proofs of the STORE, STOREER and STORENULL cases are analogous to
those of Loap, LoADER and LoaDNULL respectively, and are omitted here.

Case ALLocl

Pick an arbitrary = and (s, hy) € ¢. We then know there exists | and v € VAL
such that s,(x)=[ and hy £ [l = v]. Pick an arbitrary h such that h, # h. Let
sp = 84l > s4(2")], hy=ho. By definition we then know that s, ~mod(cy Sq and
(sp, hp) € p. Since hy # h and dom(h,) C dom(hy), from the definition of W we
also know that h, # h. It then suffices to show that ((s,, hy, Wh), (84, hg W R)) €
[x:= alloc )] ok, which follows from the semantics of z:= alloc().

Case ALLOC2

Pick an arbitrary z,y and (sq, hy) € g. We then know there exists { and v € VAL
such that s,(z)=s,(y)=l and h, £ [l ~ v]. Pick an arbitrary h such that
hy # h. Let s, = s,z — s,(2")], hy=[l — 1]. By definition we then know
that s, ~ gy 5¢ and (sp, hy) € p. Since by # h and dom(h,)=dom(hg), from
the definition of W we also know that h, # h. It then suffices to show that
((sps hp W R), (Sq, hq W h)) € [z:=alloc()]ok, which follows from the semantics
of x:=alloc().

Case FREE

Pick an arbitrary x and (sq, hy) € g. We then know there exists [ such that s,(x)=[
and h, = [l — L]. Pick an arbitrary h such that h, # h. Let h,=[l = s,(e)]. By
definition we then know that s, ~od (@) Sa and (sq, hp) € p. Since hy # h and
dom(h,)=dom(hy), from the definition of W we also know that h, # h. It then
suffices to show that ((sq, hp Wh), (8¢, hg W h)) € [free(x)]ok, which follows from
the semantics of free(x) immediately.

Case FREEER

Pick an arbitrary « and (sq, hy) € g. We then know there exists [ such that s,(x)=[
and h, £ [l — L1]. Pick an arbitrary h such that h, # h. By definition we then
know that s, ~; —yzy sg- It then suffices to show that ((sq, hg W h), (sq, hg W h)) €
[free(x)]er(L), which follows from the semantics of free(x) immediately.

Case FREENULL
Pick an arbitrary = and (s,, hy) € g. We then know hy=ho and s;(z)=null. Pick
an arbitrary h such that hy # h. By definition we then know that s, ~ 5y sq-

It then suffices to show that ((sq, hq W h), (Sq, hq W h)) € [free(z)]er(L), which
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follows from the semantics of free(x) immediately.

Case ERROR

Pick an arbitrary (s,,h;) € g. We then know that h, £ hg. Pick an arbi-
trary h such that hy, # h. As (sq,hy) € ¢, it then suffices to show that
((8gs hq W h), (84, hg W R)) € Jerror]er(L), which follows from the semantics of
error immediately.

Case AsSUME

Pick an arbitrary (sq, hy) € ¢. We then know that s,(B) # 0. Pick an ar-
bitrary h such that hy # h. Since ¢g=p A B and (sq, hy) € ¢, we also have
(845 hg) € p. By definition we know that s, ~imod(Ty S¢- It thus suffices to show

that ((sq, bgWh), (84, hgWh)) € [assume (B)]ok, which follows from the semantics
of assume (B) immediately.

Case LocaL

Pick an arbitrary x, h and (sq, hq) € Jx. ¢ such that hy # h. From the semantics
of assertions we then know that there exists v and s, such that s/ = sy[x — v]
and (s;, hy) € ¢. Since from the premise of LocarL we have [p] C [e :q], from
the inductive hypothesis we know there exist s, h, such that s, ~od(©) 545
(8ps hp) € p and ((sp, by W h), (55, by W h)) € [Cle. Let s, = s,[z +— s4(x)]. Note
that since s,[z — s,(v)] = s, and (s}, h,) € p, from the semantics of asser-
tions we have (sp, hy) € Jz. p. On the other hand, since s,(z) = s4(x) and
((8p: hp W h), (55, hg & h)) € [CJe, from the definitions of [.], s, s,, s, and s,
we also have ((sp,hp W h), (s, hg W R)) € [local z in CJe. Moreover, since

Sy ~od(©) sy and s, = s,z > s,(x)] and thus s,(z) = s,(z), we also have

8p ~rmod(Tocal = in ©) Sa7 39 required.

Case EXIST

Pick an arbitrary x, h and (sq, hy) € Jx. g such that hy # h. From the semantics
of assertions we then know that there exists v and s, such that s; = s;[z > v]
and (s, hy) € g. Since from the premise of Exist we have [p] C [e :q], from
the inductive hypothesis we know there exist s, h, such that s, ~od(©) 545
(8p: hp) € p and ((s, by W h), (55, by W h)) € [Cle. Let s, = s,[x +— s4(x)]. Note
that since s,[z — s,(v)] = s, and (s}, h,) € p, from the semantics of asser-
tions we have (sp, hy) € Jz. p. On the other hand, since s,(z) = s4(x) and
((8p5 hp W h), (55, hq W h)) € [Cle, and since z ¢ fv(C), from Proposition 1 and
the definitions of s, s,, s, and s, we also have ((sp, hy & h), (54, hg W 1)) € [Cle.
Moreover, since s, ~od (@) sy and s, = sp[v > s4(x)] and thus s,(z) = sp(2),
from the definitions of s, s,, s, and s; we also have s, ~od(@) Sa» 8S required.

Case SEQl

Pick an arbitrary (sq, hy) € ¢ and h such that hy # h. Since from the premise of
SeQl we have [p] C [e : ¢] with € # ok, from the inductive hypothesis we know there
exist sp, by, such that s, ~ gz sq, (sp, hp) € p and ((sp, hp W ), (54, hg W h)) €
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[Ci]e. As such, since mod(Cy) € mod(Cy;Cy), we know s, N od(©T) St
($p, hp) € p and from the semantics of Cy;Co we have ((sp, by Wh), (sq, hg W h)) €
[C1; Co]e, as required.

Case SEQ2

Pick arbitrary (sq, hq) € ¢ and h such that h, # h. As from the second
premise of SEQ2 we have [r] Cy [e :q] and mod(Cz) C mod(Cy;Cs), from the
inductive hypothesis we know there exist s,, h. such that s, ~od(CriCa) S0
($ryhye) € r and ((sp, hy W R), (84, kg W h)) € [Co]e. Moreover, as from the
first premise we have [p] C; [0k :7] and mod(C;) C mod(Cy;C3), from the
inductive hypothesis we know there exist s,, b, such that s, ~ ge—ry s,
(sp, hyp) € pand ((sp, hpyWh), (sr, hWh)) € [C1] ok. As such, since s, ~mod @ty S
Sr N od(@©Gyy Sa We know s, ~ oy sq, (sp, hp) € p and from the semantics
of C1;Cy we have ((sp, hy W h), (84, hq W 1)) € [C1;Cq]e, as required.

Case CHOICE

Pick arbitrary (sq, hy) € ¢ and h such that h, # h. From the premise of CHoice
we know there exists ¢ € {1, 2} such that [p] C; [e :¢]. As such, from the inductive
hypothesis we know there exist sy, h, such that s, ~od(©) S0 (sp, hp) € p and
((sp, hp W h), (¢, hg W h)) € [C;]e. As such, since mod(C;) C mod(C; + Cs), we
know s, ~ed (€ ) S (Sp, hp) € p and from the semantics of C; 4+ Cy we have
((sp, hp W h), (8¢, hg W h)) € [Cy + C2]e, as required.

Case Loorl

Pick an arbitrary (sq, ky) € ¢ and an arbitrary h such that Ay # h. It then suffices
to show that ((sq, hgWh), (sq, hg Wh)) € [C*]ok, which follows from the semantics
of C* immediately.

Case Loopr2

Pick arbitrary (sq, hy) € ¢ and h such that h; # h. From the premise of Loor2
we have [p] C*;C [e :¢q] and thus from the inductive hypothesis we know there
exists sp, hy such that s, ~ eay s, (sp, hp) € p and ((sp, hp W h), (54, hg W
h)) € [C*; C]e. Moreover, by definition we have mod(C*; C)=mod(C*). On the

other hand, it is straightforward to show that [C*;C] = |J [C!] and thus
€N+
[C*;C] C [C*]. Consequently, we know there exists s, hy, such that s, N od (@ S

(Sps hp) € p and ((sp, hy W h), (sq, hg W h)) € [C*]e, as required.

Case Cons

Pick arbitrary (sq,hq) € ¢ and h such that hy # h. As form the premise of
Cons we have ¢ = ¢/, we also know that (s, hy) € ¢’. On the other hand,
from the premise of Cons we have [p'] C [e:¢'] and thus from the inductive
hypothesis we know there exist s, b, such that s, ~ 5z s, (sp, hp) € p’ and

((Sp, hp W h), (8¢, By W h)) € [C]e. Moreover, as p’ = p and (s, h,) € p’ we also
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have (sp, hp) € p. That is, we know there exists s,, h, such that s, ~iod(©) S0
(Sps hp) € p and ((sp, hy W h), (84, by W h)) € [Cle, as required.

Case 4.2

Pick arbitrary (sa, ho) € g*r and h such that hy # h. From the definition of * we
then know there exists Ay, h, such that (s2, hy) € g, (2, hr) € r and he e hq W hy.
From the definition of # and W we then also have h; # h, W h. On the other
hand, from the premise of 4.2 we have [p] C [e :¢] and thus from the inductive
hypothesis we know there exists s;, h, such that s; ~od(€) 525 (s1,hp) € p and
((s1, hp W A W R), (84, hg W by W h)) € [C]e. Moreover, since s; ~mod(@y 52 and as
from the premise of 4.2 we have mod(C) N fv(r)=0, we also have s; ~g,(y) 2.
Consequently, since (g, k) € r, from Proposition 1 we have (s1,h.) € r. As
such from the definition of * we have (s1,h, W h,) € p*r. That is, we know
there exists s; and hy=h, W h, such that s; ~iod(©) 52> (s1,h) € pxr and
((s1, 1 Wh),(sq, he W h)) € [Cle, as required.

Case DisJ

Pick arbitrary (sq, hq) € 1 V g2 and h such that hy # h. We then know there
exists ¢ € {1,2} such that (sq, hy) € ¢;. From the premise of Disy we have [p;] C
[€ :¢;] and thus from the inductive hypothesis we know there exists sp, b, such
that s, ~ 5@ ¢ (Sps hp) € pi and ((sp, hp W R), (8q, hg W h)) € [Cle. Moreover,
since p; € p1 V p2 and (sp, hp) € p;, we also have (sp, hp) € p1 V pa. That
is, we know there exists s,, b, such that s, ~ oz sq, (sp, hp) € 1V p2 and
((spy hp W), (s, hg W h)) € [Ce, as required.

Theorem 4 (Soundness). For all p,C,q,¢, if - [p] C [e :q] holds, then = [p]
C [e :q] also holds.

Proof. Pick arbitrary p,C,q,e such that - [p] C [e:q] holds. Pick an arbi-
trary (sq, hq) € g. It then suffices to show there exists (sp, hy) € p such that
(5p2 ). (501 ) € [Ce.

From the definition of W and # we then know that hy # ho. As such, from
Lemma 1 we know there exists (sp, h,) € p such that ((sp, hy W ho), (4, hg Who)) €
[Cle. That is, there exists (sp, hp) € p such that ((sp, hp), (54, Bg)) € [Cle, as
required.
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foot (.) : COMM — EXIT — P(STATE X STATE)

foot (skip) € £ {((s, ho), (s, ho)) ‘ s € STORE}
foot (z:=¢) ok £ {((s, ho), (s[z — s(e)], ho)) | s € STORE}
foot (z:=¢e)er(—) 2 0
foot (z:=*) ok £ {((s, ho), (s[x > v], ho)) | v € VAL}
foot (z:=*)er(—) £ 0
foot (assume(B)) ok = {(0,0 ‘ o=(s, ho) A s(B)#0}
foot (assume (B)) er(—) £ 0
foot (local = in C)e 2 {((S[I — v, h), (s'[z — v], k")) ‘ E\(j’:)\’//(il’ W) € foot (C) 6}

foot (L: error) ok £

[>

{((o,0) | 0=(5,h0) AL=L"}
foot (C1;Cz) e £ {(0,0") | € # ok A (0,0") € foot (C1) €}
Joc. (01,0 @ 0.) € foot (Cy) ok}

foot (L: error) er(L)

/
U{(UI.J’OQ.U) A (0. ®0,02) € foot (Ca) e

foot (C1 + Cz) € = foot ((Cl) eUfoot (Ca)e

foot (C*) e = {((s, ho), ) | e=ok} U U foot( )
ieNt
foot (z:=alloc()) ok £ {((s,h), (s[z — ], [l — v])) |v € VAL A (h=ho V h=[l — L]}
foot (z:=alloc()) er(—) £
foot (L: free(x)) ok £ {((s, [l — v]), (s, [l = L])) | s(z)=I Av € VAL}
foot (L: free(a)) er(L') £ {((s, [l — L]), (s, [l = L1])) | L=L"A s(z)=l}

{

0

{

{

U{((s:ho), (5, ho)) | L=L'A () =nu1l}
{((s, 10 o), (sl o], [0 ) | ()=t}
{

U

{

{

U

foot (L:z:= [y k&
foot (L:z:= L) £ {((s, [l L)), (s, [l L])) | L=L'A s(y)=1}
{((s, ko), (s, ho)) ‘L:L'/\ s(y)=null}
foot (L: k2{((s, [l = 0]), (s, [l = s()]) | s(= )—l/\vGVAL}

foot(L[x]—y ((s, [l = L], (s, [l = L)) |L=L"A s(x)=l}

{((s, ko), (s, ho)) | L=L'A s(x)=null}

Fig. 11. The local ISL footprints where ho denotes an empty heap (dom(ho)=0)

C Footprints

ISL Footprints The definition of ISL footprints is given in Fig. 11. Note that
the definitions of foots (C) and foot (C) ok agree for all C with the exception of
C=x:=alloc() and C=free(x). In the case of C=x:= alloc() this is because
foot (C) additionally allows allocation from a singleton heap with a deallocated
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location. In the case of C=free(z) this is because foot (C) simply mutates the
location at x to record L and does not remove it from the heap.

It is straightforward to demonstrate that the footprint of a program is included
in its semantics, as captured by the following lemma.

Lemma 2. For all C € COMM and € € EXIT: foot (C) e C [C]e.
Proof. Follows by straightforward induction on the structure of C.

We next proceed with several auxiliary lemmas and then prove our footprint
theorem (Theorem 5).
Lemma 3 (Cross-split property). For all hy, ho, h3, hy € HEAP:

hi W hy = hg W hy = Jhy3, haa, hos, hoa. ha=hiz W hyg A ho=ho3 & hoy
A hg=hi3 W hog A hy=h14 & hoy

Proof. Follows from the definition of W on heaps.

Lemma 4 (Heap Monotonicity). For all s1, sz, h, hy, ha, C €, if ((s1,h1), (82, h2)) €
[Cle and he # h, then ((s1,h1 Wh), (s2, he Wh)) € [CJe.

Proof. Follows by straightforward induction on the structure of C.

Corollary 1. For all s1, 82, h, h1, ho,C e, if ((s1,h1), (s2,h2)) € foot (C)e and
ho # h, then ((51, h1 & h), (82, hy W h)) S [[(C]]E

Proof. Follows immediately from Lemma 2 and Lemma 4.
Theorem 5. For all C € ComM and € € EX1T: [C]e = frame (foot (C)e¢).

Proof. By induction on the structure of C.

Case C = skip

There are two cases to consider: 1) e=er(L’) for some L’; or 2) e=0k. In case (1) by
definition we have [Cle=0@=frame (foot (C)¢), as required. In case (2), from the
definitions of foot (.), frame (.) and [.] we have [Cle = {(0,0) |0 € STATE} =
{((s;ho W h),(s,hoWh))|h € HEAP} =frame (foot (C)€), as required.

Case C=z:=e

There are two cases to consider: 1) e=er(L’) for some L’; or 2) e=ok. In case (1)
by definition we have [Cle=(=frame (foot (C)¢), as required. In case (2) from
the definitions of foot (.), frame (.) and [.] we have:

[Cle = {((s, h), (s]z — s(e)], h)) ‘ (s,h) € STATE}
= {((s, ho W h), (s[x = s(e)], ho W h)) | h € HEAP}
= frame (foot (C)¢)

Case C = z:=*
The proof of this case is analogous to that of the previous case and is omitted.
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Case C=rL:z:=[y]
There are three cases to consider: 1) e=ok; or 2) e=er(L); or 3) e=er(L) for some
L' # L. In case (1) from the definitions of foot (.), frame (.) and [.] we have:

[Cle = {((s, h), (s[x = v], h ‘h )=v € VAL}
= {((s, [l = v] W h), (s[z — 0], [l — v h))‘vGVAL/\s(y):l/\ heHEAP}
= frame (foot (C)¢)
Similarly, in case (2) we have:
(€l = {((5, ), (5, )| h(s(y) =L}
={((s,[l = LJWh),(s,[l = L]Wh))|s(y)=I A he HEAP}
= frame (foot (C)¢)
Finally, in case (3) we have [C]le=0=frame (foot (C)¢), as required.

Case C=1L:[z]:=y
The proof of this case is analogous to that of the previous case and is omitted.

Case C = z:=alloc()

There are two cases to consider: 1) e=er(L’) for some L’; or 2) e=ok. In case (1)
by definition we have [Cle=(=frame (foot (C)¢), as required. In case (2) from
the definitions of foot (.), frame (.) and [.] we have:

[Cle = {((s, h), (s[x 1], [l = v])) |v € VAL A (I & dom(h) V h(l)=1)}

v € VAL A (h=hg V h=[l J_])}

—{(snm). o = 0110w [ 52
= frame (foot (C)¢)

Case C = free(z)
There are three cases to consider: 1) e=ok; or 2) e=er(L); or 3) e=er(L’) for some
L' # L. In case (1) from the definitions of foot (.), frame (.) and [.] we have:

[Cle = {((s, h), (s, hll — L])) | s(z)=l A h(l) € VAL}
={((s,[l » v]Wh),(s,[l = L] Wh))|s(x)=I Nve VAL A he HEAP}
= frame (foot (C) ¢)
Similarly, in case (2) we have:
[Cle = {((s, ), (5, B)) | s(@)=l A A(I)=L}
={((s,[l » LJWh),(s,[l = L]Wh))|s(z)=I N hc HEAP}
= frame (foot (C)e)
Finally, in case (3) we have [C]e=0@=frame (foot (C)¢), as required.
Case C = L:error

There are three cases to consider: 1) e=ok; or 2) e=er(L’) for L # L; or 3)
e=er(L). In (1) and (2) by definition we have [C]e=()=frame (foot (C)e¢), as
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required. In (3) from the definitions of foot (.), frame (.) and [.] we have [C]e =
{(0,0) |0 € STATE} = {((5, ho W h), (5, ho W h)) | h € HEAP} =frame (foot (C)e),
as required.

Case C = assume(B)

There are two cases to consider: 1) e=er(L’) for some L’; or 2) e=ok. In case (1)
by definition we have [Cle=(=frame (foot (C)¢), as required. In case (2) from
the definitions of foot (.), frame (.) and [[.] we have:

[Clle = {((s. h). (s, 1) | s(B) # 0}
= {((s,hoWh),(s,hgWh))|s(B) #0Ah € HEAP}
= frame (foot (C)¢)
Case C =local z in C’
Ve. [C']Je=frame (foot (C')¢) (LH)
From the definitions of foot (.), frame (.), [.] and (I.H) we have:

[C]e £ {((s[ax > ], b), (/[ s o], 7)) | (5D (575 R)) € [C’]]e}

A v € VAL

(LH) {((s[x s o], B), (5[ > o], ) ((s,h),(s',h)) € frame (foot (C) e)}

A v € VAL
B , | ((8,h), (', h) € foot (C') e
= frame ({((s[x»—)v]7h)7(s [z — 0], h)) A v e VAL })

= frame (foot (C)¢)
Case C =Cy;Cy
Ve. [Ci]e=frame (foot (Cy)€) A [Co]le=frame (foot (Cs)€) (LH)

In what follows we show [C]e C frame (foot (C)e¢) and frame (foot (C)e) C
[C]e, thus establishing [C]e = frame (foot (C)€), as required.
For the first part, from the definitions of foot (.), frame (.), [.], Lemma 3

and (I.LH) we have:
A n|e# ok A(o,0") € [Cq]e
[Cle = {(J’U) Vv 3o”. (0,0") € [Ci]ok A (6", 0") € [[(Cg]]e}
={(0,0") | e # ok A (0,0") € [Ci]e}
U{(o,0")| 30" (0,0") € [C1]ok A (0”,0") € [Ca]e}

1 {(0,0") | e # ok A (0,0") € frame (foot (C1)¢)}

| 3o”. (0,0") € frame (foot (Cy) ok)
Y {(U’G ) A (0”,0') € frame (foot (Cs) e)}

= frame ({(01,02) ‘ € # ok A (01,02) € foot (Cy) 6})
38”, hs, hy. ((Sh hl), (8/, hg)) € foot ((Cl) Ok}

A ((8/, h4), (82, hQ)) € foot ((CQ) €

U ((Sl,hl&ih),(SQ,thﬂh/))
A b & h=hy W B/
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(Lemma 3) C frame ({(01,02) | € # ok A (01,02) € foot (Cy)€})

3s”, hg, ha. ((81, M), (8", b)) € foot (Cyq) ok
A ((8'y ha), (s2,h2)) € foot (Ca)e
U ((81,h1 Lﬂh),(SQ,thﬂh/)) A Thzq, h3p, haa, Pap-
hg=hgq & hgp N h=has & hap
A hy=hga W hga N h'=h3p & hyyp

= frame ({(01,02) |€ # ok A (01,02) € foot (C1)€})

dhg4. ((517 hl), (8/, has W hgb)) € foot ((Cl) ok }

U {((sla hl W ha4 W hab)7 (527 h2 W th O] h'ab) A ((Sl h34 W ha4) (82 hg)) c foot (CZ) €

= frame ({(01,02) | € # ok A (01,02) € foot (Cy)€})

3hay. ((51, M), (8, hga W h3p)) € foot (Cq) ok
o erame ({ (on s o). o b)) | 100 e o))

({(Jl,ag)e;é ok A (01,02) € foot (Cy) €} )
= frame }

Jo34. (01,0'34 e 03) € foot ((Cl) ok
A (034 ® 0g4,02) € foot (Ca)e

Uq (01 @ 0gq,02 ® 03p)

= frame (foot (C1;Cy) €)
= frame (foot (C)¢)
For the second part, from the definitions of foot (.), frame (.), [.], Lemma 4
and (I.LH) we have:
frame (£00t (C) €) = { ((s1, b1 & hr), (2, h2 & 1)) | ((s1, 1), (52, h2)) € oot (C) e A h € Hiap}
={((s1,ln Why), (s2,ha W b)) | € # 0k A ((s1, ), (52, h2)) € foot (C1) e}

Jhe, s3. ((s1,h1), (s3, B’ W he)) € foot (C1) ok
A ((s3,he W h), (s2,h2)) € foot (Cz)e

(Corollary 1) C{((s1, 1 W hy), (s2, h2 & hy.)) ‘ € # ok A ((s1, 1 W hy), (s2, he Why)) € [Ci]e}

U {((51,h1 Whth.),(s2,he Wh'Wh,)) ‘

U {((51, hi WhWh), (s2, he Wh' W h))

3h6,53.
(((s1, M WhWhy),(s3,h" WheWhWh,)) € [Ci]ok
A ((s3,he WhWh' Wh), (s2, o Wh' Wh,)) € [Ca]e

={(0,0")| e # 0ok A (0,0") € [C1]e}
U{(o,0")|30". (0,0") € [C1]ok A (¢",0") € [Ca]e}

:{ww€¢“A@ﬁ€W¢
’ V 30", (0,0") € [Ci]ok A (6", 0") € [Ca]e
= [CJe

Case C=C; +Cy
Ve. [Ci]e=frame (foot (Cy)€) A [Co]le=frame (foot (Cs)€) (LH)
From the definitions of foot (.), frame (.), [.] and (I.H) we have:

[Cle = [Ci]e U [Cs]e
= frame (foot (C;) €) U frame (foot (Cs) €)
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= frame (foot (C; + Cs)¢€)
= frame (foot (C) ¢€)

Case C=C;
We first demonstrate that:

Vi € N. [Cl]e=frame (foot (C.) ¢) (1)

We proceed by induction on .

Base case i =0

It suffices to show that [skip]e=frame (foot (skip)€), which follows from the
proof of case skip above.

Inductive case i = n+1
From the definition of C?*! we then have [C**1]e = [C,;C"]e. On the other
hand, from the proof of the sequential case composition we have [C,; C!']e =
frame (foot (C,;C?)¢€), and thus we have [C'']e = frame (foot (C,;CP)e).
Finally, from definition of C?*! we have C,;C" = C’*! and thus we have
[CrF1]e = frame (foot (CI) €), as required.

From the definitions of foot (.), frame (.), [.] and (1) we have:

[Cle = JICi]e
€N

w U frame (foot ((Ci,) €)
€N

= frame (U foot (CZT) e)
€N
= frame (foot (C) ¢€)
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D Symbolic Execution Rules

We now list all rules for the analysis described in §5.

SE-SEQ1

[p] C[ok: q] C; ~ [p1] C;Cy [e1 :q1]
[p1] C;Cy [e1 :q1] Co ~ [p2] C;Cy;Cy [e2 1]
[p](C[ok: Q] Cy;Co ~ [Pz] C;Cy;Cy [62 1QQ]

SE-SEQ2
[p] Cy [er(L): q] Ca ~ [p] C1;Cy [er(L): q]

[plz’/]] C [0k g[2' /2]] € ~ [p'] C;C" [e:¢]
2’ & fv(p,q,C,C) z ¢ fv(p,q,C,C")
[p] C[ok: q] local z in C' ~ [p[z/2]] C;local x in C’' [e :¢'[z/2']]

SE-Loop

[p] C’ [0k q] skip + C + (C;C) + - - - 4 CNwors
~ [p'] C';8kip + C+ (C;C) + -+ - + CNioops [€:q]

[p] C' [0k: q] C* ~~ [p'] C';C* [e :q]
SE-CHOICE
[p] C [Ok: Q] Ci+Cy [p7] C;Ci+Cy [q :q,»]

SE-LocaAL

SE-SkIp

[p] C[ok: q] skip ~ [p] C; skip [0k : q]
SE-ERROR
[p] C[ok: g] L:exror ~~ [p] C;L: error [er(L): ¢

SE-ASSIGN
2 ¢ fv(p,C,z,e,q)
[p]Clok: q] z:= e~ [p]C;x:= eok: x = e[z’ /x] * q[2'/z]]

SE-Havoc
x/ ¢ fV(p,(C,Jf, Q)
[PIC ok 4] 5= * w [p|C; 2= % ok ql2'/z]
SE-ASSUME
[p] C[ok: q] assume (B) ~ [p| C; assume(B) [ok: B * q]

Note that SE-AssuME does not require B * ¢ to be explicitly satisfiable. This
is because we implicitly stop the symbolic execution any time either the inferred
presumption or current state becomes inconsistent due to the application of any
rule.

SE-Arrocl

v, v ¢ fv(p,C z,q)
[p] C[ok: q] z:= alloc() ~ [p] C;z:= alloc() [ok: ¢[a'/x] * x > v]

There is no rule corresponding to ALLoc?2 in our analysis. This is not a fundamental
choice but rather a practical one, as including such a rule would introduce
branching on all known invalidated addresses at each alloc() call site, which
can blow up the exploration space. To put it another way, we could easily include
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an analogue of SE-Arroc1 for re-using known-invalidated addresses; the ability
not to do so is granted to us by the under-approximate setting.

SE-LoAD
y—exFEFgxM

mod(C)Nfv(M) =0 z¢f(F) 2 ¢fpC azy,q)
[p]C[ok: q] z:=[y] ~ [p* M| C;z:= [y] [ok: y > e[z /z] x x = e[z’ /x| x F
SE-LoADER

qt ys *true
[p] Clok: q] L:x:= [y] ~ [p] C;L:z:= [y] [er(L): q]
SE-LoADNULL
¢t y = null * true
[p] C[ok: q] L:x:= [y] ~ [p] C;L:z:= [y] [er(L): ¢]
SE-STORE
x—exFEgxM mod(C) Nfv(M) =0

[p]Clok: q] [x]:=y ~ [p*x M]C;[z]:=y[ok: x>y F]
SE-STOREER

qF x b xtrue

[p]Clok: q] L:[z]:=y ~ [p] C;L: [z]:=y [er(L): ¢
SE-STORENULL
gt x = null % true

[p] C[ok: g] L:[z]:=y ~ [p] C;L: [z]:=y [er(L): q]

SE-FREE
z—ex FEgxM mod(C) Nfv(M) =0

[p] C[ok: q] free(z) ~ [p* M| C;free(x) [ok: x & x F]

SE-FREEER

q&F x A *xtrue
[p] Cok: q] free(z) ~~ [p] C;free(x) [er(L): ¢
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