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What is STM?

Concurrency Control via transactions

» atomic unit of work (set of operations) on shared data

» all-or-nothing
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Which STM?

Strong consistency - inefficient

» serialisability
» strict serialisabillity

> ..

Weak consistency

» parallel snapshot isolation (PSI)
» snapshot isolation (SI)
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STM Context

» Shared memory setting

(with weak memory consistency)

» Mixed accesses to shared data

(transactional and non-transactional)

» Cannot instrument non-transactional accesses

(weak isolation)



S| STM Desiderata

» Declarative semantics

» Lock-based reference implementation (operational semantics)

= Sound: Behaviours(imp) & Behaviours(spec)

= Complete: Behaviours(spec) & Behaviours(imp)
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S| STM Desiderata

Declarative semantics

Lock-based reference implementation (operational semantics)
= Sound: Behaviours(imp) & Behaviours(spec)

= Complete: Behaviours(spec) & Behaviours(imp)

Declarative semantics with mixed accesses

Reference implementation with mixed accesses (operational semantics)

= Sound: Behaviours(imp) & Behaviours(spec)

= Complete: Behaviours(spec) & Behaviours(imp)
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What is SI7?
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Sl: Allowed Anomalies

[ write skew (WS) / store buttering (SB)

T1: | ® = L T2:| ¥ = L7
a :=vy; /O b := x; /0
-

/| v denotes that v was read
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Sl: Allowed Anomalies
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Sl: Allowed Anomalies

[ write skew (WS) / store buttering (SB)
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Interval Order used to detect conflicts:

if: two Intervals are unordered (they overlap)
then: they have no write on the same location




Sl: Disallowed Anomalies
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Which Locks for SI?

X Global lock
= (Jisjoint accesses allowed

X Per-location locks
= concurrent reads allowed

V' Per-location MRSW (multiple-readers-single-writer) locks

11



S| Reference Implementation Pattern

~
SI(T) =
// must hold read locks on RS
s := snapshot (RS)
// must hold write locks on WS
. (T ) ;

~

J

snapshot (RS)
for (xeRS)

(a:=x)
KX :=a[

(s1;52)

A
A

A

s[x]:=x

12



S| Reference Implementation Pattern

(SI(T)é= A snapshot (RS) £

// must hold read locks on RS For (xeRS5) slx]:=x

s := snapshot (RS) N

// must hold write locks on WS (a:=x] & a:=s[x]

(T ) ; (x:=a) & x:=a; s[x] :=a
x Y,

(s1;s2)] 2 [(s1) ; [(s2)
= sound. behaviours(imp) & behaviours(SI_spec)

e.g. disallow lost update (LU)

= complete: behaviours(Sl_spec) & behaviours(imp)
e.g. allow write skew (WS)

12



S| Reference Implementation: Attempt 1

~

-
SI(T) £
// must hold read locks on RS
S := snapshot (RS)
// must hold write locks on WS
LT )

J

sound:  disallow lost update (LU)

complete: allow write skew (WS)

13



S| Reference Implementation: Attempt 1

4 )
SI(T)=

r lock(RS);

S := snapshot (RS);

r unlock (RS);

// must hold write locks on WS

(T )

sound:  disallow lost update (LU)

complete: allow write skew (WS)
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S| Reference Implementation: Attempt 1

.

(8T (T) 2

r lock(RS);

S := snapshot (RS);
r unlock (RS);

w lock (WS) ;

(T ) ;

w unlock (WS) ;

~

sound:  disallow lost update (LU)

complete: allow write skew (WS)
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S| Reference Implementation: Attempt 1

(sI(T) A A
r lock(RS);
S := snapshot (RS);
r unlock (RS);
w lock (WS) ;
(T ) ;
w unlock (WS) ;
____ J

sound: disallow lost update (LU) x

complete: allow write skew (WS)
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S| Reference Implementation: Attempt 1

(sI(T) A A

r lock(RS);

S := snapshot (RS);
r unlock (RS);

w lock (WS) ;

(T ) ;

w unlock (WS) ;
N J

sound: disallow lost update (LU) x
s N

T1:|:a:_X;//0 T2:|:b: x;//0

X:=a+1; X : b+1;

(LU)
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~

r p [ SI(T) 2
r lock(RS);

S := snapshot (RS);
r unlock (RS);
w lock (WS) ;

(T ) ;
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N J
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s N
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S| Reference Implementation: Attempt 1

- (SI (T) £ A
r lock(RS);

S := snapshot (RS);

r unlock (RS);

e w lock (WS) ;

(T ) ;

w unlock (WS) ;
\___ J

sound: disallow lost update (LU) x
. N

T1:[a=—X; Tz:[bt x;// 0

X:=a+l; X:= b+1;

(LU)
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S| Reference Implementation: Attempt 1

(sI(T) A A

r lock(RS);
S := snapshot (RS);
r unlock (RS) ;

L al w:lock(WS);
Tl 5

w unlock (WS) ;
\___ J

sound: disallow lost update (LU) x
. N

T1:[a=—X; T2:|:b: Xr‘

X:=a+l; X:= b+1;

(LU)
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(8T (T) 2

r lock(RS);

S := snapshot (RS);
r unlock (RS) ;

(o w:lock(WS) ;

(T ) ;

w unlock (WS) ;

.

~

sound: disallow lost update (LU) x

S| Reference Implementation: Attempt 1

-

T1:[a=—X; T2:|:b:

X:=a+1; X 3

b+1;

(LU)

.

~
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S| Reference Implementation: Attempt 1

(sI(T) A A

r lock(RS);

S := snapshot (RS);
r unlock (RS);

w lock (WS) ;

(T ) ;

w unlock (WS) ;
\___ J

-
sound: disallow lost update (LU) x
. N

T1:[a=—X; T2:|:b: Xr‘

X:=a+l; X:= b+1;

(LU)

.




S| Reference Implementation: Attempt 1

(sI(T) A A

r lock(RS);
S := snapshot (RS);
r unlock (RS) ;

w:lock(WS);

(T ) ;

w unlock (WS) ;

« J

w_locks are acquired too late!
acquire them before releasing r_|locks!




S| Reference Implementation: Attempt 2

(sI(T) 2 A

w lock (WS) ;

r lock (RS\WS) ;

S := snapshot (RS);
r unlock (RS);

(T ) ;

w unlock (WS) ;
g — J




S| Reference Implementation: Attempt 2

-

(ST (T) A

w lock (WS) ;

r lock (RS\WS) ;

S := snapshot (RS);
r unlock (RS);

(T ) ;

w unlock (WS) ;

~

sound:  disallow lost update (LU)
complete: allow write skew (WS)
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S| Reference Implementation: Attempt 2

-

(ST (T) A

w lock (WS) ;

r lock (RS\WS) ;

S := snapshot (RS);
r unlock (RS);

(T ) ;

w unlock (WS) ;

~

sound:  disallow lost update (LU) /

complete: allow write skew (WS)
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S| Reference Implementation: Attempt 2

-

(ST (T) A

w lock (WS) ;
r lock (RS\WS) ;

S := snapshot (RS);

r unlock (RS);

(T ) ;

w unlock (WS) ;

~

sound:  disallow lost update (LU) /
complete: allow write skew (WS) x

4 )
T1.[X = T2:[ = L
a:=y //0 = x;//0
(WS)
N\ _J

14



S| Reference Implementation: Attempt 2

-

(ST (T) A

w lock (WS) ;

r lock (RS\WS) ;

S := snapshot (RS);
r unlock (RS);

(T ) ;

w unlock (WS) ;

~

/1. w lock({x}); T{\
2. r lock({y});

3. slyl = y;

4. r unlock ({y});

5. x:=1,;, s[x] :=1;

6. a:=slyl;

7. w unlock ({x});

\_ J

sound:  disallow lost update (LU) /
complete: allow write skew (WS) x

~ )
T1:| %717 T2: = L
a:=vy;//0 = x;//0
(WS)
\_ J
/é. w lock ({y}) - Té\
9. r lock({x});
10. s[x] := x;
11. r unlock ({x});
12. y:=1; sly] :=
13. b:=s[x];
14.w unlock ({y});
\_ W,

14



S| Reference Implementation: Attempt 2

(ST (T) A
w lock (WS) ;
r lock (RS\WS) ;
S =
r unlock (RS);

(T ) ;

w unlock (WS) ;

-

snapshot (RS) ;

~

(\IO\U'I»-BUONI—‘\

sound:  disallow lost update (LU) /
complete: allow write skew (WS) x

~ )
T1:| %717 T2: = L
a:=vy;//0 = x;//0
(WS)
\_ J
/é. w lock ({y}) - Té\
9. r lock({x});
10. s[x] := x;
11. r unlock ({x});
12. y:=1; sly] :=
13. b:=s[x];
14.w unlock ({y});
\_ Y,

14



S| Reference Implementation: Attempt 2

(ST (T) A
w lock (WS) ;
r lock (RS\WS) ;
S := snapshot (RS);
r unlock (RS);

(T ) ;

w unlock (WS) ;

-

(oo W)

B
| |

) -
D
'_I
O
Q
o
N

Lr}
.........

--------- » : execution order

\sound: disallow lost update (LU) /

complete: allow write skew (WS) x
~ )
T1:| *:7L17 T2: | Y= LJ
a:=y;//0 = x;//0
(WS)
N\ J
J
/é. w lock ({y}) - Té\
______________ w9. r lock({x});
............ 10. sTx] := x:
11. r unlock ({x});
12. y:=1; sly] :=
13. b:=s[x];
14.w unlock ({y});
\_ J

14



S| Reference Implementation: Attempt 2

-

(ST (T) A

w lock (WS) ;

r lock (RS\WS) ;

S := snapshot (RS);
r unlock (RS);

(T ) ;

w unlock (WS) ;

. w lock({x});
. r lock({y});
. slyl = vy;

. xXx:=1; s[x]
a:=slyl;

(\IO\U'I»-BUONI—‘\

. r unlock ({y})
:=1;

) w_unlock({x});:f

T1

-» : execution order

o*
o*
.

\sound: disallow lost update (LU) /

complete: allow write skew (WS) x
a )
T1:| %755 T2: | Y= LJ
a:=vy;//0 .= x;//0
(WS)
N\ J
Y,
/é. w lock ({y}) - Té\
““““ w9. r lock({x});
""""""" 10. s[x] = X
11. r unlock ({x});
12. y:=1; sly] :=
13. b:=s[x];
14.w unlock ({y});
\_ J
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S| Reference Implementation: Attempt 2

-

(ST (T) A

w lock (WS) ;

r lock (RS\WS) ;

S := snapshot (RS);
r unlock (RS);

(T ) ;

w unlock (WS) ;

\sound: disallow lost update (LU) /

. w lock({x});
. r lock({y});

. Syl Y

. xXx:=1; s[x]
a:=slyl;

(\IO\U'I»-BUONI—‘\

. r unlock ({y})
:=1;

. w unlock ({x});

.
®
.
.
.
.
.
.
.
.
.
.
.
o®
.

-» : execution order

complete: allow write skew (WS) x
a )
T1:| *:=L7 lpa: | vi= L
a:=y;//0 = x;//0
(WS)
\_ J
J
/é. w lock ({y}) - Té\
9. r lock({x});
.................... P10. s[x] := x;
"""" 11. r unlock ({x});
12. y:=1; sly] :=
13. b:=s[x];
14. w unlock({vy}) -
. _J

14



S| Reference Implementation: Attempt 2

(ST (T) A
w lock (WS) ;
r lock (RS\WS) ;
S
r unlock (RS);

(T ) ;

w unlock (WS) ;

-

snapshot (RS) ;

sound:  disallow lost update (LU) /

(\IO\U'I»-BUONI—‘\

.
®
.
.
.
.
.
.
.
.
.
.
.
o®
.

~
complete: allow write skew (WS) x
a )
T1:| X710 g | YT LS
a:=y;//0 b:= x;//0
(WS)
N J
J
/é. w lock ({y}) - Té\
9. r lock({x});
.................... P10. s[x] := X; /1
"""" 11. r unlock ({x});
12. y:=1; sly] :=1
13. b:=s[x]; /1
14. w unlock({vy}) -
. _J

14



S| Reference Implementation: Attempt 2

(SI (T) & ) sound: disallow lost update (LU) V
w lock (WS) ; complete: allow write skew (WS) x
r lock (RS\WS) ; ~
S := snapshot (RS); 11:| X¢ =1 ¢ 10- | V:=
E_unﬂlock(RS); a:=vy - /0 Ty o =
T ;
w unlock (WS) ; L (WS)
\_ — J
(1. w lock ({x}); 1 3 w lock ({y}); T2\
2. r lock({y}); 9. r lock({x});
3. sly] := vy; 10. s[x] := x;
4. r unlock ({y}); 11. r unlock ({x})3
5. x:=1,;, s[x] :=1; 12. y:=1; sly] :=1
6. a:=s[vy]l; 13. b:=s[x]; /1
7. w unlock ({x}); 14. w unlock({vy}) -
\_ J _ J

--------- » : execution order



S| Reference Implementation: Attempt 2

(ST (T) A

w lock (WS) ;

r lock (RS\WS) ;
S
r unlock (RS);

(T ) ;

w unlock (WS) ;

-

snapshot (RS) ;

sound:  disallow lost update (LU) /

(\IO\U'I»-BUONI—‘\

.

~
complete: allow write skew (WS) x
~ )
T1:| X710 g | YT LS
a:=y;//0 b:= x;//0
(WS)
\_ J
J
/é. w lock ({y}) - Té\
________________ 9. r lock({x});
............ 10. sTx] := x; 1
11. r unlock ({x});
12. y:=1; sly] :=1
13. b:=s[x]; /1
14.w unlock ({y});
g J

14



S| Reference Implementation: Attempt 2

(ST (T) A
w lock (WS) ;
r lock (RS\WS) ;
S := snapshot (RS);
r unlock (RS);

(T ) ;

w unlock (WS) ;

-

~

(oo W)

B
| |

) -
D
'_I
O
Q
o
N

--------- » : execution order

sound:  disallow lost update (LU) /
complete: allow write skew (WS) x

' R
T1:| X710 g | YT LS
a:=vy;//0 b:= x;//0
(WS)
_ Y
(8. w lock ({y}); T2
9. r lock({x});
10. s[x] := x; /1
11. r unlock ({x});
12. y:=1; sly] :=1
13. b:=s[x]; /1
14.w unlock ({y});
N\ /

14



S| Reference Implementation: Attempt 2

-

(ST (T) A

w lock (WS) ;

r lock (RS\WS) ;

S := snapshot (RS);
r unlock (RS);

(T ) ;

w unlock (WS) ;

~

. w lock({x});

. Syl Y

. xXx:=1; s[x]
a:=slyl;

(\IO\U'I»-BUONI—‘\

(
. ¥ lock({y}) ;<

. r unlock ({y})
:=1;

. w unlock ({x});

ay
Lr}
"a
"y
"y
e
L]
taa,
.
]
.
L]
«
.
.
.
L]
.
L]
.
L

v
.
.
3
.
3
.
.
‘e
3

‘e
‘e
.

-» : execution order

sound:  disallow lost update (LU) /
complete: allow write skew (WS) x

a )
11| X =1; To:- | V= 1;
a:=vy;//0 b:= x;//0
(WS)
N\ J
/é. w lock ({y}) - Té\
9. r lock({x});
10. s[x] := x; /1
11. r unlock ({x});
. 12. y:=1; sly] :=1
.| 13. bi=s[x]; /1
~14.w unlock ({vy});
\_ Y,

14



S| Reference Implementation: Attempt 2

(ST (T) A
w lock (WS) ;
r lock (RS\WS) ;
S
r unlock (RS);

(T ) ;

w unlock (WS) ;

-

snapshot (RS) ;

sound:  disallow lost update (LU) /

(\IO\U'I»-BUONI—‘\

~
complete: allow write skew (WS) x
a )
T1:| *:=L7 lpa: | vi= L
a:=y;//0 b:= x;//0
(WS)
\_ J
J
/é. w lock ({y}) - Té\
9. r lock({x});
10. s[x] := x; /1
...................... 11. r unlock ({x});
....... 212 . vi:=1; s[y] -=1
13. b:=s[x]; /1
14. w unlock({vy}) -
. J

14



S| Reference Implementation: Attempt 2

-

(ST (T) A

w lock (WS) ;
r lock (RS\WS) ;

S := snapshot (RS);

r unlock (RS);

(T ) ;

w unlock (WS) ;

\sound: disallow lost update (LU) /

. X:=1,; s]|

. a:=s[vl;
. W unlock

(\IO\U'I»BUONI—‘\
lH
-
D
'_l
O
Q
o

-» : execution order

complete: allow write skew (WS) x
a )
T1:| X710 g | YT LS
a:=vy;//0 b:= x;//0
(WS)
\_ J
J
/é. w lock ({y}) - Té\
9. r lock({x});
10. s[x] := x; /1
...................... 11. r unlock ({x});
"""" 12,0 yi=1; sly] =1
13. b:=s[x]; /1
14. w unlock({vy}) -
. J

14



S| Reference Implementation: Attempt 2

-

(ST (T) A

w lock (WS) ;

r lock (RS\WS) ;
S := snapshot (RS);
r unlock (RS);

(T ) ;

w unlock (WS) ;

~

. r unlock(

(\IO\U'I»-BUONI—‘\

. x:=1; s[x] :

. a:=slyl; /1

. w unlock ({x}

-» : execution order

sound:  disallow lost update (LU) V

complete: allow write skew (WS) x

~
= 1;
= x;//0
J
Y Té\
X
. S[X] X;
11. r unlock ({x});
12. y:=1; sly] :=1
13. b:=s[x]; /1
14.w unlock ({y});
\_ J

14



S| Reference Implementation: Attempt 2

-

(SI (T) 2 ) sound: disallow lost update (LU) /
w lock (WS) ; complete: allow write skew (WS) x
r lock (RS\WS) ; ~ ~
s := snapshot (RS); 1:| ¥ =1; To- = 1;
r unlock (RS); [a —y /40, [ = x://0
(T ) ;
w unlock (WS) ; _ (WS) Y

w_locks are acquired too early!

1. acquire them as r_locks first;
2. promote them to writers later

------- » : execution order

14



S| Reference Implementation: Attempt 3

(ST (T) 2
r lock (RS UWS) ;
S := snapshot (RS);
r unlock (RS\WS) ;
promote (WS) ;

(T ) ;

w unlock (WS) ;

\_

~

sound:  disallow lost update (LU)

complete: allow write skew (WS)

15



S| Reference Implementation: Attempt 3

(SI(T) A
r lock (RSUWS);
S := snapshot (RS);
r unlock (RS\WS) ;
promote (WS) ;

(T ) ;

w unlock (WS) ;

-

~

sound:  disallow lost update (LU) V

complete: allow write skew (WS) V

15



S| Reference Implementation: Attempt 3

(ST (T) 2
r lock (RS UWS) ;
S := snapshot (RS);
r unlock (RS\WS) ;
promote (WS) ;

(T ) ;

w unlock (WS) ;

-

~

1. Prescient implementation:

sound:  disallow lost update (LU) V

complete: allow write skew (WS) V

requires prior knowledge of RS and WS
= see paper for non-prescient variant

2. May deadlock

= see paper for non-deadlocking implementations
(orescient and non-prescient)

15



What about mixed accesses”?

RSI = S| + mixed accesses

16



What about mixed accesses”?

acyclic(rsi-hb;,. U U rb)

where
rsi-hb = (rsi-po U rsi-rf U mot U si-rb) T
rsi-po = (po \ por) U [WJ; por; [W]
rsi-rf £ (r [ ﬂ) ([./\/’T];rf;st)UrfTU( ;rf)T
si-rb = [R E] rbr; (W] and R = {r | Jw. (w,r) € rfg}

RSI = S| + mixed accesses

16



What about mixed accesses”?

=

Lock-based
RSI reference implementation

RSI = S| + mixed accesses



RSI: S| + Mixed Accesses

T-
1; a :=x; /0
; b :=vy; /1

X

L<
|
l_\




RSI: S| + Mixed Accesses

T-
1; a :=x; /0
; b :=vy; /1

X

L<
|
l_\

4 )
snapshot (RS) £

for (xeRS) s[x]:=x
\_ J




RSI: S| + Mixed Accesses

4 T- )
X = 1; a :=x; /0
y = 1; b :=vy; /1
\_ J
{ Solution: read every location twice! J
4 ) 4 )
snapshot (RS) £ snapshot RSI (RS) £
for (xeRS) s[x]:=x // tentative snapshot
- / for (xeRS) s[x]:=x

// validate snapshot

for (xeRS)

1f (s[x]!=x) snapshot (RS)
\_ J




RSI: S| + Mixed Accesses

a )
Caveat: non-transactional writes

with same value
cannot race

with the same transaction
_ .

[ Solution: read every location twice! J

( ) (
snapshot (RS) £ snapshot RSI (RS) £

J

for (x€RS) s[x]:=x // tentative snapshot
- / for (xeRS) s[x]:=x

// validate snapshot
for (XeRS)

1f (s[x]!=x) snapshot (RS)
\_ J




RS| Reference Implementation

-
SI(T) =

r lock (RSUWS) ;

s := snapshot (RS);
r unlock (RS\WS) ;
promote (WS) ;

(T ) ;

kw_unlock(WS);

~

18



RS| Reference Implementation

~

-
RSI(T) £

r lock (RSUWS) ;

s := snapshot RSI (RS);
r unlock (RS\WS) ;
promote (WS) ;

(T ) ;

. w unlock (WS) ;

J

= Sound behaviours(imp) & behaviours(RS|_spec)
= Complete: behaviours(RSI| spec) & behaviours(imp)



RS| Reference Implementation

~

-
RSI(T) =

r lock (RSUWS) ;

s := snapshot RSI (RS);
r unlock (RS\WS) ;
promote (WS) ;

(T ) ;

. w unlock (WS) ;

J

= Sound behaviours(imp) & behaviours(RS|_spec)
= Complete: behaviours(RSI| spec) & behaviours(imp)

1. Prescient implementation
= See paper for non-prescient variant

2. May deadlock
= See our paper for non-deadlocking implementations

(prescient and non-prescient)
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V' Sound & complete reference implementation for RSI

» prescient and non-prescient variants



Conclusions

v Sound & complete lock-based reference implementation for SI

» prescient and non-prescient variants
V' Declarative RSI semantics with mixed accesses

V' Sound & complete reference implementation for RSI

» prescient and non-prescient variants

Thank you for listening!

P> azalea@mpi-sws.org %SoundAndComplete.org g @azalearaad



