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What is Non-Volatile Memory (NVM)?
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What is Non-Volatile Memory (NVM)?
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NVM: Hybrid Storage + Memory
Best of both worlds:

v persistent (like HDD)
v fast, random access (like RAM)
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Q: Why Formal NVM Semantics?
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Q: Why Formal NVM Semantics?

(Volatile memory (Non-Volatile memory
/) x=0 /) x=0
X := 1 x := 1
/ox=1 // ?= 1
// NO chovery // recovery routine
o // x=0 Y, _ /ox=1




Q: Why Formal NVM Semantics?

(Volatile memory
/) x=0
X =1
[/ x=1

f

// NO recovery

g /) x=0 )

Non-Volatile memory
// x=0
X =1
/) x=1

1

// recovery routine

| /) x=1

A: Program Verification



Q: Why Formal NVM Semantics?

What about Concurrency”?

a )
//x=y=...=0
Cr |l C2 | ... || Ca
Y/ irke X,

i

// recovery routine

/) 227
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Weak Memory Consistency (WMC)

No total execution order (fo) =

weak behaviour absent under SC, caused by:

¢ nstruction reordering by compiler
e write propagation across cache hierarchy



WMC: Store Buftering
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0x:=1; ey:= ;
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WMC: Store Buftering

a b
0 1
1 0
1 1
possible, due to reordering! 0 0

.|

fea::y; 0b:=x;
0X::1 ey::
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WMC: Store Buftering




Weak Memory Consistency (WMC)

No total execution order (fo) =

weak behaviour absent under SC, caused by:

¢ nstruction reordering by compiler
e write propagation across cache hierarchy



Weak Memory Consistency (WMC)

Consistency Model

the order in which
writes are made visible
to other threads

e.g. x86 (TSO), ARMv8, C11, Java
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Formal Semantic Models
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What Can Go Wrong?

/) x=y=0
X = 1;
y = 1;

f

// recovery routine

11



-

What Can Go Wrong?

/) x=y=1 OR

/) x=y=0
X = 1;
y := 1;

f

// recovery routine

x=y=0 OR x=1;y=0 OR

x=0;y=1
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What Can Go Wrong?

/) x=y=0
X = 1;
y = 1;

f

// recovery routine

// x=y=1 OR Cx=y=0) OR x=1;y=0 OR x=0;y=1

-

! Execution continues ahead of persistence
— asynchronous persists
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What Can Go Wrong?

/) x=y=0
X = 17
y = 1;

f

// recovery routine

// x=y=1 OR Cx=y=0) OR x=1;y=0 OR (x=0;y=1

-

! Execution continues ahead of persistence
— asynchronous persists

Writes may persist
— relaxed persists

11



What Can Go Wrong?

Consistency Model

the order in which writes
are made visible to other threads
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What Can Go Wrong?

Consistency Model

the order in which writes
are made visible to other threads

Persistency Model

the order in which writes
are persisted to NVM
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What Can Go Wrong?

Consistency Model

the order in which writes
are made visible to other threads

Persistency Model

the order in which writes
are persisted to NVM

NVM Semantics

Consistency + Persistency Model

11



Outline

. An intuitive account of Intel-x86 persistency: Px86

= Warmup: Sequential Px86
== Concurrent Px86

. A formal account Px86: operational semantics

. A formal account Px86: declarative semantics

. Other Low-level (hardware) persistency models

. Further reading



1. An intuitive account of Px86

Warmup: Sequential Px86

13
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Sequential Hardware

( cPu )
- x:=1 : adds x:=1 to memory

a:=x . reads x from memory

read
write

((Volatilc:e) I\vllemory)




L oru )

read
write

((Volatilc.e) Memory)

Sequential Hardware

x:=1 : adds x:=1 to memory

a:=x . reads x from memory

9 memory lost
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Sequential Hardware
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- x:=1 : adds x:=1 to memory
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Sequential Hardware

( cPu )
- x:=1 : adds x:=1 to memory
o! |
S *g a:=x . reads x from memory
——~ 9 memory lost
[(Volatlle) Memory)
( CPU ) x:=1 : adds x:=1 to p-buffer
A A

a:=x : if p-buffer contains x, reads latest entry
else reads from memory

read
write

read

: A /
[Persistence Buﬁea
: O

-

| -

! =
((Persistent) Memory)




Sequential Hardware

( cPu )
- x:=1 : adds x:=1 to memory
o |o
S *g a:=x . reads x from memory
——~ 9 memory lost
[(Volatlle) Memory)
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A A
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g E a:=x : If p-buffer contains x, reads latest entry
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Sequential Hardware

( cPu )
- x:=1 : adds x:=1 to memory
o! |9
S *g a:=x @ reads x from memory
—— 9 memory lost
[(Volatlle) Memory)
[ CPU ) x:=1 : adds x:=1 to p-buffer
A A
T |9 . .
. 3 E a:=x : If p-buffer contains x, reads latest entry
S else reads from memory
S : . v
: [Persistence Buffea 9 p-buffer lost; memory retained
; O

: = unbuffer* : p-buffer to memory
[(Persistent) Memory)

* at non-deterministic times



Sequential Hardware

( cPu )
- x:=1 : adds x:=1 to memory
o! |9
S *g a:=x @ reads x from memory
—— 9 memory lost
((Volatlle) Memory)
[ CPU ) x:=1 : adds x:=1 to p-buffer
A A
T |9 . .
. 3 E a:=x : If p-buffer contains x, reads latest entry
S else reads from memory
S : _
: (Persistence Buffea 9 p-buffer lost; memory retained
; D

: = unbuffer* : p-buffer to memory
C(Persistent) Memory)

Unbuffered at non-deterministic points in time

* at non-deterministic times



Handling Relaxed Persists

~
// x=0;y=0

X = 1;

y = 1;

f

// recovery routine

// x=1;y=1 OR x=0;y=0 OR x=1;y=0 OR[x=0;y=1

NS

J

persists
¥ explicit persists?

15



Explicit Persists: Desiderata

/) x=0; y=0

X = 1;
F persist x;

// recovery routine

NS

/) x=1;y=1 OR x=04y=0- OR x=1; y=0 OR =3t=0+-¢

persists
¥ explicit persists?

16



x86 Persists: clwb, clflushopt, clflush

Strength
(ordering constraints)

Performance >
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x86 Persists: clwb, clflushopt, clflush

clwb
Strength | »
(ordering constraints) |
clflushopt
Performance >

+ clwb and clflushopt: same ordering constraints
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x86 Persists: clwb, clflushopt, clflush

clwb
Strength | »
(ordering constraints) |
clflushopt
clwb
Performan | | >
e clflushopt

+ clwb and clflushopt: same ordering constraints
<+ clwb does not invalidate cache line

<+ clflushopt invalidates cache line

17



x86 Persists: clwb, clflushopt, clflush

clwb clflush
Strength | | ’
(ordering constraints) |
clflushopt
clflush clwb
Performance | | | g
clflushopt

+ clwb and clflushopt: same ordering constraints
<+ clwb does not invalidate cache line
<+ clflushopt invalidates cache line

<+ clflush: strongest ordering constraints; invalidates cache line

17



Strong (Synchronous) Explicit Persists: clflush

- )
/) x=0; y=0

X = 1;

¥ clflush x;
y = 1;

f

// recovery routine

/) x=1;y=1 OR =%=04y=06- OR x=1; y=0 OR =3t=0-y=1
\_ J




Weak (Asynchronous) Explicit Persists: clflushopt & clwb

~

NS

/) x=0; y=0

X = 1;
r clflushopt x/clwb x;
y = 1;

f

// recovery routine
// x=1;y=1 OR x=0;y=0 OR x=1;y=0 OR x=0;y=1

~

J

19



Weak (Asynchronous) Explicit Persists: clflushopt & clwb

weak explicit persists of x86
are

asynchronous
and can themselves

persist out of order !

19



Solution: Persist Sequences

.

/) x=0; y=0
X = 1;
clflushopt x/clwb x;
sfence/mfence/RMW;

r

\. ,

vy = 1;

f

// recovery routine
// x=1;y=1 OR x=0;y=0 OR x=1;y=0 OR x=0;y=1

J

20



Solution: Persist Sequences

/) x=0;y=0
X := 1;
clflushopt x/clwb x;

r

sfence/mfence/RMW;

. .

vy = 1;

f

// recovery routine
/) x=1;y=1 OR ==0+y=6 OR x=1;y=0 OR x=0;y=1

.

J

é )

 Waits until earlier writes on x are persisted v' synchronous persists

\ .

20



Solution: Persist Sequences

/) x=0;y=0
X = 1;
clflushopt x/clwb x;

r

sfence/mfence/RMW;

. .

vy = 1;

f

// recovery routine
/) x=1;y=1 OR x=B+5=8 OR x=1;y=0 OR n=03y=1
\ Y

r ) _
 Waits until earlier writes on x are persisted v' synchronous persists
“* Disallows reordering v no out of order persists

\ .
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1. An intuitive account of Px86

Concurrent Px86

21



x86: (Volatile) Concurrent Hardware Model (TSO)

C Thread1 ) C Thread?2 )
N [F
: | Buflfer |
l l
ry

C (Volatile) Memo

22



x86: (Volatile) Concurrent Hardware Model (TSO)

x:=1 : adds x:=1 to buffer

3

(: (Volatile) Memory )

( Thread1 ) ( Thread?2 )
A lé A
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x86: (Volatile) Concurrent Hardware Model (TSO)

x:=1 : adds x:=1 to buffer

( Thread1 ) "o ( Thread?2 )
A A
U P

| Buffer |
l l

(: (Volatile) Memory )

unbuffer® : buffer to memory

* at non-deterministic times
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x86: (Volatile) Concurrent Hardware Model (TSO)

x:=1 : adds x:=1 to buffer

C Thread1 ) = C Thread?2 )
A l A l A A
(ourer)

l l a:=x : if buffer contains x, reads latest entry
) else reads from memory

unbuffer® : buffer to memory

C (Volatile) Memory

* at non-deterministic times 29



x86: (Volatile) Concurrent Hardware Model (TSO)

x:=1 : adds x:=1 to buffer

l A
(ot

l l a:=x : if buffer contains x, reads latest entry
' else reads from memory

unbuffer® : buffer to memory

( Thread1 ) ( Thread?2 )
A lé A

(: (Volatile) Memory )

6 ouffer and memory lost

* at non-deterministic times 29



Sottware WMC: Store Buftering

N
Y,
possible, due to reordering! (0 0) store buffering(SB)
. |
N

(ea:=y; 0b:=x;
Q=1 ©v:-

NS J




Hardware (Intel x86) WMC: Store Buffering
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Hardware (Intel x86) WMC: Store Buffering
( Threadt ( Thread2

( Bui‘fer ) ( Bui‘fer )

( | ’ (Volatile) Memc:>ry ’ )
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Hardware (Intel x86) WMC: Store Buffering

[ Thread? ) [ Thread? )
2 2 3

[
¢

I
¢

( E

Store Buffering (SB)

-~
Threadt Thread?2
¥ x = 1; ¥ v = 1;
a :1= y; b =

24



Hardware (Intel x86) WMC: Store Buffering
( Threaat ( Thread2

I I
¢

x 1)

( x =0, y=20; )

~ ™
Threadil Thread?2
X = 1; F Oy = 1;
FE a2 = VY b :=

Store Buffering (SB)




Hardware (Intel x86) WMC: Store Buffering
( Threaat ( Thread2

C T

X

SIS

( x =0, y=20; )

s ™
Thread1 Thread?2
X = 1; y = 1;
¥ 3 T Y ¥ b=

Store Buffering (SB)




Hardware (Intel x86) WMC: Store Buffering

( Thread1 )
3 :

( Thread
A

I

i)

Store Buffering (SB)

-
Thread1 Thread?2
X = 1; vy = 1;

F a = Y, F D :=

24



Hardware (Intel x86) WMC: Store Buffering

[ Thread? ) [ Thread? )
2 2

T
§

Threadil Thread?2
= 1; y = 1;
= vy F D = X;

Store Buffering (SB)

24



Hardware (Intel x86) WMC: Store Buffering
( Threaat ( Thread2

C T

X

SIS

( x =0, y=20; )

e ™
Thread1 Thread?2
X = 1; y = 1;
a = v:< // 0 Fw D =

Store Buffering (SB)




Hardware (Intel x86) WMC: Store Buffering
( Threaat ( Thread2

( x =0, y=20 )
~ ™
Thread1 Thread?2
X = 1; vy = 1;
a = y; /|0 F D :=

Store Buffering (SB)




Hardware (Intel x86) WMC: Store Buffering

[ Thread? ) [ Thread? )
2 2

T
§

Thread1 Thread?2
= 1; y = 1;
= Yi /0 F D = X

Store Buffering (SB)
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Hardware (Intel x86) WMC: Store Buffering
( Threaat ( Thread2

C T

X

SIS

( x =0, y=20; )

~ ™
Thread1 Thread?
X = 1; y = 1;
a :=v; // o b = x; // 0
¥ ¥
Store Buffering (SB)




Hardware (Intel x86) WMC: Store Buffering
( Threaat ( Thread2

I I
¢

(y=1]

SENEETETTI

~ ™
Thread1 Thread?
X = 1; y = 1;
a :=v; // o b = x; // 0
¥ ¥
Store Buffering (SB)




Hardware (Intel x86) WMC: Store Buffering

( Thread1 ) ( Thread
A A

[
¢

i)

I
¢

( E

-
Thread1 Thread?
X = 1; vy = 1;
a :=vY; /|0 L = xi // 0
¥ ¥
Store Buffering (SB)
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Px86: Persistent & Concurrent x86

[ CPU ) ( Thread1 ) ( Thread2 )
T N [
(Persis’;ence Buffer) (Buflfer) :
f l N l

( :(Persistent) Memory ) ( (Volatile) Memory )

Sequential, Persistent x86 Concurrent, Volatile x86
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Px86: Persistent & Concurrent x86

[? CPUl 4 ) (4 Threafl ) [lThreadz )
E(Persis’:enlce Buffer | [Bufer)

( (Persistent) Memory ) ( (Volatile) Memory )
Sequential, Persistent x86 Concurrent, Volatile x86
Threadt Thread?2
( ( )

Y R
: l ::

[ Persistence Buff )

l

C (Persistent) Memory )
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Persistent x86 (Px86)

(é T?reafl ) ( lThreaiIZ )

( Persistence Buff )

l

C (Persistent) Memory )
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Persistent x86 (Px86)

QT:reaIIl ) C Thrsad2 ]
 (outtor) @uﬁ@
! l

C Persistence Buffer ]

l

C (Persistent) Memory )
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Persistent x86 (Px86)

( Thread1 ) ( Thread?2 )
. A A 4 4

( Persistence Buffer )

l

[ (Persistent) Memory ]

buffer/unbuffer order: consistency model
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Persistent x86 (Px86)

( s ) ( Thread? )
K -

Persistence Buffer

( (Persistent) Memory ]

buffer/unbuffer order: consistency model

buffer/unbuffer order: persistency model

20



Persistent x86 (Px86)

( Thread1 ) ( Thread?2 )
. A A 4 4

Persistence Buffer

( (Persistent) Memory ]

buffer/unbuffer order: consistency model NVM
— Semantics

buffer/unbuffer order: persistency model (Px86)

20



2. A formal account of Px86

Operational Semantics



Px86 Programming Language

Basic domains
a € REG Registers
v € VAL Values
7 € TID Thread IDs

28



Px86 Programming Language

Basic domains
a € REG Registers
v € VAL Values
7 € TID Thread IDs

Expressions and sequential commands
Expo>eu=v|alete]: -
PCoM > c ::=load(x) | store(x,e) |[(CAS(x,e,e’) | FAA(x,e)
| mfence | sfence | flush,,; x | flush x
Comd>C:iu=e|c|leta:=CinC
| if (C) then C else C | repeat C

‘ RMW instructions
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Px86 Programming Language

Basic domains
a € REG Registers
v € VAL Values
7 € TID Thread IDs

Expressions and sequential commands
Expo>eu=v|alete]: -
PCoM > c ::=load(x) | store(x,e) |[(CAS(x,e,e’) | FAA(x,e)
| mfence | sfence | flush,,; x | flush x
Comd>C:iu=e|c|leta:=CinC
| if (C) then C else C | repeat C

‘ RMW instructions

Programs .
A n
P € ProGg = TID — Com

28



Px86 Operational Semantics

Px86 Program Iransitions
_|_
Px86 Storage Transitions

= [irst formulated by Raad et al. [2]
= | ater simplified by Khyzha and Lahav [3]

29



Px86 Program Transitions

‘ o TIp:LABU {€} i
Thread transitions: Com > CoMm

kLAB = {(R,x,v), (W, x,0), (U, x,0,0"),MF, SF, (FO, x), (FL, x) | x € Loc Av,0” € VALE

30



Px86 Program Transitions

~

Thread transitions: Com
kLAB = {(R,x,v), (W, x,0), (U, x,0,0"),MF, SF, (FO, x), (FL, x) | x € Loc Av,0” € VALE

T

D:LABU{€}

> CoMm

-

Lload (x)

7:(R,x,0)
> 0

(T-READP

Y

g (T-WRITEP
¢ (x,0) T:(W,x,v)) .
 store(x, 0 )

30



Px86 Program Transitions

-

Thread transitions: Com
kLAB = {(R,x,v), (W, x,0), (U, x,0,0"),MF, SF, (FO, x), (FL, x) | x € Loc Av,0” € VALE

TIp:LABU{€e }

> CoMm

-
CAS(x, 01,
C (x,01,02)

7:(U,x,01,09) .

> 1

g (T—READ?
load (x) T:(R,x,v))
load(x v )
(T-CAS1)

~

_J

LS

7:(W,x,0
tore(x,0) ( )> v

(T-WRITE?

y

~

0 F 01

CAS(x,v1,02)

7:(R,x,0)

> 0

~
(T-CASO0)
y,

30



Px86 Program Transitions

f TIp:LABU{€}

Thread transitions: Com

> CoMm

kLAB = {(R,x,v), (W, x,0), (U, x,0,0"),MF, SF, (FO, x), (FL, x) | x € Loc Av,0” € VALL

g (T—READ?
load (x) T:(R,x,v)) )
load(x )
(T-CAS1)

7:(U,x,01,09) .

> 1

(T-FAAﬂ
7:(U,x,09,00+0)
> 0

-
SAS(x, 01,02) |

&‘AA(x, 0)

~

7:(W,x,0)

Lstore (x,0)

> 0

(T-WRITE?

Y

g 0 # 01

CAS(x,v1,02)

7:(R,x,0)

> 0

~
(T-CASO0)

Y

30



Px86 Program Transitions

f TIp:LABU {€}

> CoMm

Thread transitions: Com

kLAB = {(R,x,v), (W, x,0), (U, x,0,0"),MF, SF, (FO, x), (FL, x) | x € Loc Av,0” € VALL

g (T—READ?
load (x) T:(R,x,v)) )
load(x )
(T-CAS1)

7:(U,x,01,09) .

-
CAS(x, 01, > 1
C (x,01,02)

_J

~

7:(W,x,0)

Lstore (x,0)

> 0

(T-WRITE?

Y

g 0 F 01

CAS(x,v1,02)

7:(R,x,0)

> 0

~
(T-CASO0)

Y

(T-FAA) (T-SF) (T-MF)
7:(U,x,09,00+0) 7:SF T:MF
FAA(x,v) > 00 sfence — 1 mfence — 1

30



Px86 Program Transitions

-

Thread transitions: Com
kLAB = {(R,x,v), (W, x,0), (U, x,0,0"),MF, SF, (FO, x), (FL, x) | x € Loc Av,0” € VALE

TIp:LABU{€e }

> CoMm

~

(R, x,
Lload(x) il xv)) v

(T—READP

Y

~
(T-CAS1)

7:(U,x, 01

,Uz)\

> 1

-
CAS(x, 01,
C (x,01,02)

_J

~

LS

7:(W,x,0)

tore(x,0)

> 0

(T-WRITE?

Y

~

0 F 01

CAS(x,v1,02)

7:(R,x,0)

> 0

~
(T-CASO0)

Y

(T-FAA) (T-SF) (T-MF)
7:(U,x,09,00+0) 7:SF T:MF
FAA(x,v) > 00 sfence — 1 mfence — 1

~

flush x T:(FL’x)> 1
_

(T-FL)

_J

~

7:(FO,x
( )> 1

(T-FO)

_J

30



Px86 Program Transitions

f TIp:LABU{€}

Thread transitions: Com > CoMm

kLAB = {(R,x,v), (W, x,0), (U, x,0,0"),MF, SF, (FO, x), (FL, x) | x € Loc Av,0” € VALE

a 7:l A
Cl — Ci
l (T-LET1)
: T: :
Llet a:=C1 in C; — let a:=C] in C; y
5 — (T-LET2) |
. let a:=v in C — CJv/a] p

31



Px86 Program Transitions

-

Thread transitions: Com
kLAB = {(R,x,v), (W, x,0), (U, x,0,0"),MF, SF, (FO, x), (FL, x) | x € Loc Av,0” € VALL

TIp:LABU{€e }

> CoMm

g 7:l , A
C1 — Cl
l (T-LET1)
: T: :

Llet a:=C1 in C; — let a:=C] in C; y

5 — (T-LET2) |

. let a:=v in C — CJv/a] }
( C 7:l C’ )

fl’ (T-Ir1)

Lif (C) then Cq else C, 2 if (C’) then C; else C; »

(. )
0 = C=C =0 = C=C

oF L P22 272 (Lirg)

Lif (v) then C; else C; — C )

31



Px86 Program Transitions

r

Thread transitions: Com
kLAB = {(R,x,v), (W, x,0), (U, x,0,0"),MF, SF, (FO, x), (FL, x) | x € Loc Av,0” € VALE

TIp:LABU{€}

> CoM

g T:l )
Cl — Ci
l (T-LET1)
: T: :
Llet a:=Cy in C; — let a:=C] in C; y
5 — (T-LET2) |
let a:=v in C — CJv/a] }
( -l B
¢ — ¢ (T-IF1)
Lif (C) then Cq else C, 2 if (C’) then C; else C; »
(. )
0= C=C =0 = C=C
o7 )
if (v) then C; else Co — C
_ _J
— (T-REPEAT)
repeat C — if (C) then (repeat C) else 0
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Px86 Program Transitions

f TIp:LABU{€}

Thread transitions: Com

>

Com
kLAB = {(R,x,v), (W, x,0), (U, x,0,0"),MF, SF, (FO, x), (FL, x) | x € Loc Av,0” € VALE

~

~

\—

. TIp:LABU{€}
Program transitions: PROG > PROG
\_ J
: 1
T
P(r) — C

32



Px86 Storage System
( Threadt ) ( Thread2 )

HEINE e

E C Persistence Buffer ) '

}

C (Persistent) Memory )
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Px86 Storage System

( Threadt ) (

Thread?2

RN

I

E C Persistence Buffer ) '

}

C (Persistent) Memory )

fi
M € Mem 2 Loc — VAL
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Px86 Storage System

( Threadt ) (

Thread?2

RN

I

E C Persistence Buffer ) '

}

C (Persistent) Memory )

fi
M € Mem 2 Loc — VAL

fi
B € BMap £ TIp — BUFF
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Px86 Storage System

(Thread1 ) [Threadz )
I 71

E C Persistence Buffer ) '

}

C (Persistent) Memory )

buffer/unbuffer order: consistency model
— execution reordering

fi
M € MEM 2 Loc — VAL

fi
B € BMaP £ TID — BUFF
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Px86 Storage System

Later in Program Order

1 2 3 4 5 6 7
C Thread1 ) ( Thread2 ) 5 Read | Write | RMW | mfence | sfence | flushypt | flush
A A A A A A -°§ .| Read 4 v v v v v v
.y — O Wite | X | / | V/ v v sloc v
— | Butier RN Buffer ) 5 RMW | 7 | 7 | 7 | 7 7 7| 7
Do Lo & mfence | v | v v v v v
L : — | Q;';' sfence X v v v v v v
E C Persistence Buffer ) - 5 flushopy X X 7 7 7 X sloc
; ' . £ flush | X | / | / | V /| slec | 7
( FeEbEny oy ) Order preserved? / : yes X " No sloc . iff on the same location

buffer/unbuffer order: consistency model :
— execution reordering

fi
M € MEM 2 Loc — VAL

fi
B € BMaP £ TID — BUFF
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Px86 Storage System

Later in Program Order

| 2 3 4 5 6 7

C Thread1 ) ( Thread2 ) 5 Read | Write | RMW | mfence | sfence | flushypt | flush
A A A A A A -°§ Read v v v v v v v
.y — O Write | X | v | V/ v v sloc v
—{(Bufter | Buffer | 2 RMW | V| 7 | 7/ | 7 7 7 7
Do Lo & mfence | / | / | V v/ / / /
L : — | Q;';' sfence X v v v v v v

E C Persistence Buffer ) - 5 flushopy X X 7 7 7 X sloc
; ! ; £ flush | X | / | 7/ | V /| sloc | 7

[ FeEbEny oy ) Order preserved? / : yes X " No sloc . iff on the same location

< Reads reordered before writes/sfence/flushopt/flush

buffer/unbuffer order: consistency model _ 1ok
— delay writes/sfence/flushopt/flush execution in thread buffers

— execution reordering

fi
M € MEM 2 Loc — VAL

fi
B € BMaP 2 TIp — BUFF
b € Burr £ SeQ ({(W, x, v), (FL, x), (FO, x), SF | x € Loc A v € VAL}
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Px86 Storage System

Later in Program Order

5 | 2 3 4 5 (3 7
C Thread1 ) ( Thread2 ) 5 Read | Write | RMW | mfence | sfence | flushypt | flush
A A A A A A . B Read v v v v v v v
.y — O Write | X | v | V/ v v sloc v
—{ Buffer Buffer | 2 RMW | V| 7 | 7/ | 7 7 VAR
Do Lo & mfence | / | / | V v/ / / /
L : — | Q;';' sfence X v v v v v v
E C Persistence Buffer ) - 5 flushopy X X " " " X sloc w>
; ! ; £ flush | X | 7 | 7 | 7 7 | sloc | 7
[ FeEbEny oy ) Order preserved? / : yes X " No sloc . iff on the same location
buffer/unbuffer order: consistency model < Reads reordered before writes/sfence/flushopt/flush

— execution reordering — delay writes/sfence/flushopt/flush execution in thread buffers

< flushopt reordered w.r.t. writes/flushopt/flush on diff. locations
— their buffer/unbuffer orders (in thread buffers) can disagree

< writes/flush/sfence ordered w.r.t. one another
— their buffer/unbuffer orders agree (FIFO)

fi
M € MEM 2 Loc — VAL

fi
B € BMaP 2 TIp — BUFF
b € Burr £ SeQ ({(W, x, v), (FL, x), (FO, x), SF | x € Loc A v € VAL}
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Px86 Storage System
(Thread1 ) [Threadz )

l4 AA

: Persistence Buffer -

C (Persistent) Memory )

buffer/unbuffer order: persistency model
— persist reordering
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Px86 Storage System
( Thlread1 ) ( Threadl2 )

buffer/unbuffer order: persistency model
— persist reordering

fi
PB € PBMaP 2 Loc — PBUFF
pb € PBUFF = SEQ ({w(v)

C (Persistent) Memory )

K

< Persisting writes may be delayed

< Writes on different locations persist in different orders
— per-location persist buffers
— record & delay writes in pbuff

€ VAL }
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Px86 Storage System

( Thread1 ) ( Thread2 ) % Persisting writes may be delayed

Nk * + Writes on different locations persist in different orders
Yo ) — per-location persist buffers
— record & delay writes in pbuff

< flush executed synchronously
— no need to delay/record them in pbuff

C (Persistent) Memory )

buffer/unbuffer order: persistency model
— persist reordering

fi
PB € PBMaAP 2 Loc — PBUFF
pb € PBUFF = SEQ({W(U) - ‘ v € VAL }
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Px86 Storage System

( Ul ) ( Ul ) % Persisting writes may be delayed

< Writes on different locations persist in different orders
— per-location persist buffers
— record & delay writes in pbuff

< flush executed synchronously
— no need to delay/record them in pbuff

C (Persistent) Memory )

< flushopt executed asynchronously
— record & delay them in pbuff

buffer/unbuffer order: persistency model
— persist reordering

fi
PB € PBMaAP 2 Loc — PBUFF
pb € PBUFF = SEQ ({w(v),fo(r) ‘ v € VALAT € TID}




Px86 Storage System

( Ul ) ( Ul ) . & Persisting writes may be delayed

' lf A ‘ . % Writes on different locations persist in different orders
T . — per-location persist buffers
— record & delay writes in pbuff

< flush executed synchronously
= no need to delay/record them in pbuff

C (Persistent) Memory )

% flushopt executed asynchronously
= record & delay them in pbuff

buffer/unbuffer order: persistency model :
— persist reordering < flushopt + sfence/mfence/RMW = persist sequence

— ensure no flushopt in pbuff

fi
PB € PBMaP 2 Loc — PBUFF
pb € PBUFF = SEQ ({w(v),fo(r) ‘ v € VALAT € TZID}
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Px86 Storage System

C (Persistent) Memory )

buffer/unbuffer order: persistency model
— persist reordering

. % Persisting writes may be delayed
. % Writes on different locations persist in different orders
. — per-location persist buffers

— record & delay writes in pbuff

<+ flush executed synchronously
= no need to delay/record them in pbuff

% flushopt executed asynchronously

— record & delay them in pbuff

¢ flushopt + sfence/mfence/RMW = persist sequence

— ensure no flushopt in pbuff

g A fin
PB € PBMApr = Loc — PBUFF

simplification due to

_ pb € PBUFF £ SEQ ({w(v),fo(r) |v € VAL A 7 € TIp} | Khyzha &Lahav [3]
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Px86 Storage System

(Thread1 ) [Thread2 )

buffer/unbuffer order: persistency model
— persist reordering

C (Persistent) Memory )

< Persisting writes may be delayed
. % Writes on different locations persist in different orders

— per-location persist buffers
— record & delay writes in pbuff

<+ flush executed synchronously

— no need to delay/record them in pbuff

% flushopt executed asynchronously

— record & delay them in pbuff

¢ flushopt + sfence/mfence/RMW = persist sequence

— ensure no flushopt in pbuff

g A fin
PB € PBMApr = Loc — PBUFF

simplification due to

_ pb € PBUFF £ SEQ ({w(v),fo(r) |v € VAL A 7 € TIp} | Khyzha &Lahav [3]

= QOriginal model by Raad et al. [2] : one pbuff for all locations
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Px86 Storage Transitions: Execution

r

pb € PBUFF = SEQ ({w(v),fo(r) | v € VALATE TID}

Storage transitions: MEM X PBMAP X BMAP

7 fi fi fi
M € MeM 2 Loc — VAL PB € PBMAaP = Loc ey PBUFF B € BMaP £ TIp — BUFF

o

b € BUFF = SEQ ({(W, x,0), (FL, x), (FO, x), SF | x € LocAvE€ VAL}
TIp:LABU{€}

> MEM X PBMAP X BMAP

,
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Px86 Storage Transitions: Execution

r

fi
M € MeM 2 Loc — VAL

Storage transitions: MEM X PBMAP X BMAP > MEM X PBMAP X BMAP

fi
PB € PBMaP 2 Loc — PBUFF B € BMap £ TIp 3 Burr
pb € PBurF £ SeQ ({w(v),fo(r) |v € VALA 7 € TIp} b € Burr 2 SEQ ({(W, x,0), (FL, x), (FO, x), SF | x € Loc A v € VAL}

o

TIp:LABU{€}

,

B(r)=b

EA, PB, B

7:(W,x,0)

——> M, PB,B[7 — b.(W, x,0)]

(M-WRITEﬂ
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Px86 Storage Transitions: Execution

r

fi
M € MeM 2 Loc — VAL

Storage transitions: MEM X PBMAP X BMAP

fi
PB € PBMar £ Loc — PBUFF
pb € PBurF £ SeQ ({w(v),fo(r) |v € VALA 7 € TIp} b € Burr 2 SEQ ({(W, x,0), (FL, x), (FO, x), SF | x € Loc A v € VAL}

TIp:LABU{€}

fi
B € BMaP £ TIp — BUFF

> MEM X PBMAP X BMAP

,

o

EA, PB, B

B(r)=b

T

:(W,x,0)

(M-WRITE)
——> M, PB,B[7 — b.(W, x,0)]

B(7)=b

[M, PB, B

7:(F0,x)
—> M, PB, B

(M-FO)
[7 — b.(FO, x)]

B(7)=b

(M, P

7:(FL,x)

(M-FL)
B,B —— M,PB,B[7r +— b.(FL, x)]

B(7)=b

§

PB.B 225 M.PB.B

(M-SF)
[T — b.SF]
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Px86 Storage Transitions: Execution

C ; fin fin fin R

M € MEmMm = Loc — VAL PB € PBMar = Loc — PBUFF B € BMAP £ TIp — BUFF

pb € PBurF £ SeQ ({w(v),fo(r) |v € VALA 7 € TIp} b € Burr 2 SEQ ({(W, x,0), (FL, x), (FO, x), SF | x € Loc A v € VAL}

. TIp:LABU{€ }
Storage transitions: MEm X PBMAP X BMAP > MEM X PBMAP X BMAP y
B(7)=b B(7)=b
W0 () (M-WRITE) Lo ) (M-FL)
7:(W,x,0 7:(FL,x
M, PB,B ——— M,PB,B[r — b.(W, x,0)] M,PB,B —> M, PB,B[r — b.(FL, x)]
B(7)=b B(7)=b
o () (M-FO) — ) (M-SF)
7:(FO,x T
M, PB,B —— M, PB, B[z — b.(FO, x)] M, PB,B = M, PB, B[z > b.SF]
B(7t)=b rd(M,PB,b,x)=0v
(©) ( ) (M-READ)
7:(R,x,0)
M, PB,B ——> M, PB, B
(0 if 351, S2. b=S1.(W, x,0).S3 AVo'. (W, x,0") ¢ S
rd(M, PB,b, x) = qo else if 351, S2. PB(x)=S1.w(v).52 A Vov’. w(v’) ¢ S
(M(x) otherwise
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Px86 Storage Transitions: Execution

( A fin
M € MEM = Loc — VAL

b € PBUFF = SEQ ({w(v),fo(r) | v €EVALAT € TID} b € BUFF

=

fi
PB € PBMaP 2 Loc — PBUFF

TIp:LABU{€}

fin h
B € BMaApr = TIp — BUFF

2 SeQ ({(W, x, ), (FL, x), (FO, x), SF | x € Loc Av € VaL}

> MEM X PBMAP X BMAP

Storage transitions: MEM X PBMAP X BMAP

,

B(r)=b

7:(W,x,0)

——> M, PB,B[7 — b.(W, x,0)]

(M-WRITE)
M, PB, B

(M-FO)
M, PB, B [z — b.(FO, x)]

(0)=b (M-READ)J

B(7)=b

7:(F0,x)
—> M, PB, B

rd(M,PB,b,x)=v

7:(R,x,0)

B
M, PB,B — M, PB,B

rd(M, PB, b, x) = 1

flushopt + mfence/RMW = persist sequence
— ensure no flushept in pbuff

B(7)=b

7:(FL,x)

——> M, PB,B[7 — b.(FL, x)]

(M, PB, B
[M

(M-FLﬂ

(M-SF)
[T — b.SF]

(M-wﬂ

B(7)=b

PB.B 225 M.PB.B

[B

(r)=e Vx. fo(r) ¢ PB(x)

M.PB.B 2% M. PB. B

/

if 351, S2. b=S1.(W, x,0).S3 AVo'. (W, x,0") ¢ S
else if 351, S2. PB(x)=S1.w(v).52 A Vov’. w(v’) ¢ S

0

0

(M(x) otherwise
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Px86 Storage Transitions: Execution

f ~
fi fi fi
M € MeM 2 Loc — VAL PB € PBMAaP = Loc ey PBUFF B € BMaP £ TIp — BUFF

b € PBuFF 2 SeQ ({w(v),fo() |v € VALA 7 € TID} b € Burr £ SeQ ({(W, x,0), (FL, x), (FO,x), SF | x € Loc A v € VAL}

. TIp:LABU{€ }
Storage transitions: MEm X PBMAP X BMAP > MEM X PBMAP X BMAP

o

=

,

B(7)= B(7)=b
(9)=b (M-WRITE) ) (M-FL)
7:(W,x,0) 7:(FL,x)
M, PB,B ——— M,PB,B[r — b.(W, x,0)] M,PB,B —> M, PB,B[r — b.(FL, x)]

B(7)=b B(7)=b
o 2 (M-FO) B0 (M-SF)
M, PB,B ——5 M, PB, B[z = b.(FO, x)] M, PB,B — M, PB, B[ > b.SF]

(B(T)=b rd(M,PB,b,x)=0 (M—READ)J [B(r):e Vx. fo(r) ¢ PB(x) (M-MFﬂ

‘(R :
M. PB. B "% M PB.B M.PB.B 2% M. PB. B

7:(U,x,0;,04y)

,PB,B > M, PB[x — pb.w(v4,)], B

Ea(r)ze rd(M, PB, e, x)=v; PB(x)=pb Vx.fo(r) ¢ PB(x) (M-RMWﬂ
M

/

v if 351, S2. b=S1.(W, x,0).S3 AVo'. (W, x,0") ¢ S
rd(M, PB,b, x) = qo else if 351, S2. PB(x)=S1.w(v).52 A Vov’. w(v’) ¢ S

flushopt + mfence/RMW = persist sequence (M(x) otherwise
— ensure no flushept in pbuff
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Px86 Storage Transitions: Delayed Propagation

r

pb € PBUFF = SEQ ({w(v),fo(r) | v € VALATE TID}

Storage transitions: MEM X PBMAP X BMAP

7 fi fi fi
M € MeM 2 Loc — VAL PB € PBMAaP = Loc ey PBUFF B € BMaP £ TIp — BUFF

o

b € BUFF = SEQ ({(W, x,0), (FL, x), (FO, x), SF | x € LocAvE€ VAL}
TIp:LABU{€}

> MEM X PBMAP X BMAP

,
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Px86 Storage Transitions: Delayed Propagation

C ; fin fin fin R
M € MEmMm = Loc — VAL PB € PBMar = Loc — PBUFF B € BMAP £ TIp — BUFF
pb € PBurF £ SeQ ({w(v),fo(r) |v € VALA 7 € TIp} b € Burr 2 SEQ ({(W, x,0), (FL, x), (FO, x), SF | x € Loc A v € VAL}
. TIp:LABU{€ }
Storage transitions: MEm X PBMAP X BMAP > MEM X PBMAP X BMAP y
B(7)=(W, x,v).b’ PB(x)=pb
(T.z ( ) ()=p (M-ProrW)
M, PB,B — M, PB[x — pb.w(0v)], B[t > b’]

< writes/flush/sfence ordered w.r.t. one another — their buffer/unbuffer orders agree (FIFO)
< Persisting writes may be delayed — record & delay writes in pbuff
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Px86 Storage Transitions: Delayed Propagation

r

7 fi fi fi
M € MeM 2 Loc — VAL PB € PBMAaP = Loc ey PBUFF B € BMaP £ TIp — BUFF
pb € PBurF £ SeQ ({w(v),fo(r) |v € VALA 7 € TIp} b € Burr 2 SEQ ({(W, x,0), (FL, x), (FO, x), SF | x € Loc A v € VAL}

TIp:LABU{€}

o

Storage transitions: MEM X PBMAP X BMAP > MEM X PBMAP X BMAP y
B(7)=(W, x,v).b’ PB(x)=pb B(7)=(FL, x).b’ PB(x)=
(2 (. x,0) ()=p (M-PrROPW) (D= T.ex) (=€ " M_ProrFL)
M, PB,B — M, PB[x > pb.w(v)], B[z > b’] M,PB,B — M, PB, B[7 — b’]

< writes/flush/sfence ordered w.r.t. one another — their buffer/unbuffer orders agree (FIFO)
< Persisting writes may be delayed — record & delay writes in pbuff
< flush executed synchronously — no need to delay/record them in pbuff

36



Px86 Storage Transitions: Delayed Propagation

r

! fi fi fi
M € MeM 2 Loc — VAL PB € PBMAaP = Loc ey PBUFF B € BMaP £ TIp — BUFF
pb € PBurF £ SeQ ({w(v),fo(r) |v € VALA 7 € TIp} b € Burr 2 SEQ ({(W, x,0), (FL, x), (FO, x), SF | x € Loc A v € VAL}

Storage transitions: MEM X PBMAP X BMAP > MEM X PBMAP X BMAP

o

TIp:LABU{€}

,

,PB,B =5 M, PB[x — pb.w(0)], B[z — b’ M, PB, B =5 M, PB, B[7 > b’]

( B(’L.'):(W, x,0).b’ PB(x)=pb (M-PROPWﬂ (B(T):(FL,. x).b’ PB(x)=€ (M-PROPFLﬂ
M ]

B(7)=SF.b Vx. fo(7r) ¢ PB(x)
M, PB,B =5 M, PB, B[ — b]

(M-PROPSF)J

< writes/flush/sfence ordered w.r.t. one another — their buffer/unbuffer orders agree (FIFO)
< Persisting writes may be delayed — record & delay writes in pbuff

< flush executed synchronously — no need to delay/record them in pbuff

< flushopt + sfence/mfence/RMW = persist sequence — ensure no flushept in pbuff
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Px86 Storage Transitions: Delayed Propagation

r

7 fi fi
M € MEM = Loc E VAL PB € PBMAaP = Loc ey PBUFF B € BMaP £ TIp — BUFF
pb € PBurF £ SeQ ({w(v),fo(r) |v € VALA 7 € TIp} b € Burr 2 SEQ ({(W, x,0), (FL, x), (FO, x), SF | x € Loc A v € VAL}

Storage transitions: MEM X PBMAP X BMAP > MEM X PBMAP X BMAP

o

TIp:LABU{€}

,

B(1)=(W,x,0).b’  PB(x)=pb MPropw)| | BO=FLXDT PBGO=e ) b orFL)

M, PB,B =5 M, PB[x — pb.w(2)], B[z — b’] M, PB, B =5 M, PB, B[7 > b’]

B(7)=SF.b Vx. fo(7r) ¢ PB(x)
M, PB,B =5 M, PB, B[ — b]

(M-ProprSF)

B(7)=b1.(FO, x).bg PB(x)=pb SF,(W,x,—), (FO,x), (FL,x) ¢ by
M, PB,B =5 M, PB[x i pb.fo(z)], B[z — b1.bs]

(M-ProprFO)

< writes/flush/sfence ordered w.r.t. one another — their buffer/unbuffer orders agree (FIFO)

< Persisting writes may be delayed — record & delay writes in pbuff

< flush executed synchronously — no need to delay/record them in pbuff

< flushopt + sfence/mfence/RMW = persist sequence — ensure no flushept in pbuff

< flushopt executed asynchronously — record & delay them in pbuff

< flushopt reordered w.r.t. writes/flushopt/flush on diff. locations — their buffer/unbuffer orders can disagree
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Px86 Storage Transitions: Delayed Persists

( A fin
M € MEM = Loc — VAL

pb € PBurF £ SeQ ({w(v),fo(r) |v € VALA 7 € TIp} b € Burr 2 SEQ ({(W, x,0), (FL, x), (FO, x), SF | x € Loc A v € VAL}

Storage transitions: MEM X PBMAP X BMAP > MEM X PBMAP X BMAP

fin fin h
PB € PBMAP = Loc — PBUFF B € BMar 2 TIb — BUFF

TIp:LABU{€}

,

g PB(x) = w(v).pb

— (M-PERSISTW)
\M, PB,B — M[x — v],PB[x +— pb],B

g PB(x) = fo(z).pb

(M,PB,B =5 M,PB[x — pb],B

(M-PERSISTFOﬂ
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Px86 Operational Semantics

()

. TIp:LABU{€ }
Program transitions: PROG > PROG

()

. TIp:LABU{€}
torage transitions: MEMm X PBMAP X BMAP > MEM X PBMAP X BMAP)
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Px86 Operational Semantics

()

. TIp:LABU{€ }
Program transitions: PROG > PROG

(en )

TIp:LABU{€}

Storage transitions: MEM X PBMAP X BMAP > MEM X PBMAP X BMAP)

O

T

perational semantics: PRoG X MEM X PBMAP X BMAP = PrROG X MEM X PBMAP X BMAI)
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Px86 Operational Semantics

()

. TIp:LABU{€ }
Program transitions: PROG > PROG

(en )

TIp:LABU{€}

Storage transitions: MEM X PBMAP X BMAP > MEM X PBMAP X BMAP)

O

T

perational semantics: PRoG X MEM X PBMAP X BMAP = PrROG X MEM X PBMAP X BMAI)

P -5 p/
(SILENTP)
P, M,PB,B = P’, M,PB,B
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Px86 Operational Semantics

()

. TIp:LABU{€ }
Program transitions: PROG > PROG

TIp:LABU{€}

Storage transitions: MEM X PBMAP X BMAP > MEM X PBMAP X BMAP)

O

2 (O

perational semantics: PRoG X MEM X PBMAP X BMAP = PrROG X MEM X PBMAP X BMAI)

(A r:€ ’ /! R’

—> M, PB,B — M’,PB",B

P Fi (SILENTP) - — (SILENTS)
P, M,PB,B = P, M,PB,B P,M,PB,B = P,M’,PB’, B’

38



Px86 Operational Semantics

()

. TIp:LABU{€ }
Program transitions: PROG > PROG

(o

TIp:LABU{€}

Storage transitions: MEM X PBMAP X BMAP > MEM X PBMAP X BMAP)

O

T

perational semantics: PRoG X MEM X PBMAP X BMAP = PrROG X MEM X PBMAP X BMAI)

(A r:€ ’ /! R’

— M, PB,B — M’,PB",B

P Fi (SILENTP) - — (SILENTS)
P, M,PB,B = P, M,PB,B P,M,PB,B = P,M’,PB’, B’

:1 :1

PSSP M,PB,B--5> M/, PB/,B’

(STEP)
P,M,PB,B = P’,M’,PB’, B’

38



3. A formal account of Px86

Declarative Semantics
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Declarative Consistency Semantics (w/o Persistency)

<+ Represent program behaviours as a set of consistent executions (graphs)
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Declarative Consistency Semantics (w/o Persistency)

<+ Represent program behaviours as a set of consistent executions (graphs)
< An execution graph is a tuple: < E, po, rf, >

< Eis the set of events (graph nodes), including initialisation writes
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Declarative Consistency Semantics (w/o Persistency)

<+ Represent program behaviours as a set of consistent executions (graphs)
< An execution graph is a tuple: < E, po, rf, >

< Eis the set of events (graph nodes), including initialisation writes
>~ each event if of the form ﬁ}

unique event id
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Valid (Consistent & Persistent) Executions

< Intel-x86 consistency:
fiUmol Urbi € po

irreflexive(ob) ob:(U rfe U moe Urbe)™
P

reserved program order
(sloc or ¢ in table)

Earlier in Program Order

Later in Program Order

Read | Write | RMW | mfence | sfence | flushypt | flush
A Read v v v v v v v
150 Write X v v v v sloc v
68 RMW v v v v v v v
)| mfence | v/ v e v e v 4
128 sfence | X v v v v v v
| flushope | X X e e v X sloc
¢ flush X v v v v sloc v
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T Lol sfence | X |/ |/ v/ v/ v/ v/
E | flushope | X X e e v X sloc
5 ¢ flush X ve ve ve e sloc e

© v 1)

e FO(X)}. ® & 6 & & & & ¢ ¢ 0 0 0 0 0o 0o 0o o :.:.durable eVentS

(in D)
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o T J
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4. Other hardware persistency models



ARMyv8 Consistency & Persistency Models

<+ ARMv8 Consistency
» A complex model; much weaker than Intel-x86 consistency
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